


Preface 
 

I am very pleased to introduce ROCB's new reading materials to Asia Pacific Members which 

is named "ROCB AP Special Essay Collection in FY2020/21". 

This collection is piled up the special essays which were written by Program Managers of 

ROCB AP who have excellent and rich experience in Customs. I am convinced that every essay is 

very interesting and will be helpful information. I would like to express my sincerely gratitude to 

my dear Program Managers of ROCB AP. The first collection contained 15 special essays. I 

sincerely hope you enjoy this first memorable one. 

As you know, the missions and vision of the WCO Asia Pacific Regional Office for Capacity 

Building (ROCB A/P) is to assist members to be an efficient and effective Customs administration. 

Since its establishment in 2004, The ROCB A/P has conducted many capacity building activities 

including organizing seminars/workshops and meetings, conducting diagnostic missions, assisting 

developing action plans, developing partnerships with donor agencies, and providing best practice 

reports 

To meet the objective, the ROCB A/P has established four pillars of activities in accordance 

with the WCO Asia Pacific Regional Strategic Plan (RSP). These pillars are: 1) Support 

implementation of WCO conventions, instruments and tools, 2) Further develop partnerships with 

development partners, 3) Improve needs analysis, planning, delivery and management of capacity 

building activities 4) Enhance communication and information sharing among members. 

Starting from 2019, the COVID-19 pandemic has ravaged the globe. The pandemic has 

inevitably impacted to the works of ROCB A/P. Nevertheless, in an effort to continue engagement, 

our office developed some innovative ideas to adopt to the new norm e.g. changing the training or 

meeting mode from face-to-face to online. Also, we have to strengthen the communication and 

information sharing via various means so that our members can keep updated with the latest 



development and news of WCO. One of the most effective way is to have regular and timely 

publication which have to be disseminated to our members.  

 

In this difficult time, the role of ROCB A/P acted as a bridge between WCO and the AP 

members became more important. In view of this, our Program Managers and Assistant Program 

Manager were tasked to summarize and consolidate the key points of conventions, instruments 

and tools of WCO as well as its product and hot topics. They have to understand, analyze and digest 

the information and then drafted special essays which would be published in the quarterly e-

newsletter. We endeavored to bring in new perspectives to customs administrations and at the 

same time, provide a platform for the AP members to exchange their views.  

The following content covered the special essays which were written and published in the 

fiscal year of 2020 – 2021. ROCB A/P sincerely hope that these essays can facilitate the 

understanding of readers towards WCO’s policy and innovations. Last but not the least, we 

welcomed your feedbacks, no matter they are related to our publication or capacity building 

activities so as to shape our future work in a better way.  

 

 

Norikazu KURAMOTO 

Head of the ROCB A/P 
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Small island economies’ initiative in the AP region 

 

 

 

 

 

Ms. Yuko Mamiya 

Program Manager and CCF/Japan Operation Manager, ROCB A/P 

 

1. Introduction 

The Small Island Economies (SIEs) initiative launched by The WCO in June 2018 is the WCO's 

geographical support approach to address unique challenges in SIEs due to the geographical 

environment. Looking at our Asia Pacific region, there are many Members who are also SIEs and 

the initiative could provide a boost for these Members. Therefore, SIEs are an important initiative 

for the AP region. This article explains the outline of the SIEs’ initiative and introduces the related 

activities in the Pacific region. 

2. Outline of Small Island Economies and the WCO’s initiative 

(1) Small Island Economies were recognized as a distinct group of developing countries 

facing specific social, economic and environmental vulnerabilities at the United Nations 

Conference on Environment and Development (UNCED)1. Three geographical regions have been 

identified for the location of SIEs, namely, the Caribbean, the Pacific and the Atlantic, Indian 

Ocean, Mediterranean and South China Sea (AIMS). Small Island Economies are facing unique 

economic, social and environmental challenges because of the size of their population, their 

landmass or their share in international trade. The United Nations has been assisting and 

extending cooperation to SIEs in their sustainable development efforts through the Programme 

 
1 UNCED uses the term “Small Island Developing States (SIDs)”. 
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of Action for the Sustainable Development of Small Island Developing States2. It is obvious that 

the above mentioned history of SIEs is deeply related to the WCO Asia Pacific Members since SIEs 

includes the Pacific region. 

(2) Following these activities by the United Nations, the WCO has launched a SIEs 

Initiative which aims to assist SIEs in addressing their unique challenges for Customs 

modernization and reform. This includs accession to and implementation of international 

conventions and standards, such as the Revised Kyoto Convention (RKC), the WTO Agreement on 

Trade Facilitation (TFA), the WCO SAFE Framework of Standards, etc. As part of the WCO SIEs 

Initiative, several regional dialogues took place in 2019 where a number of SIEs unique issues and 

challenges as well as recommended actions to be taken including the enhancement of cooperation 

with international or regional bodies and the development of a regional pool of experts were 

identified. The WCO has developed tailor-made technical assistance based on those specific needs 

from SIEs.  

In our Asia Pacific region, we created a new Regional Strategic Plan 2020-22. The differences 

from the previous RSP are that the support of SIEs is included in Focus Area 3 (Capacity Building). 

This means that Asia Pacific policy will also fully support SIEs. 

 

3. WCO activities in the Pacific region 

(1) Sub-regional Workshop on WCO Small Island Economies Initiative held in Suva, Fiji 

 

 
2 http://unohrlls.org/about-sids/ 
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WCO Sub-regional Workshop on Small Island Economies (SIEs) was held on 10-14 

September 2019 at the WCO Regional Training Center in Suva, Fiji, with sponsorship of the 

Customs Cooperation Fund (CCF), Oceania Customs Organization (OCO), Commonwealth, The 

Africa, Caribbean and Pacific Group of States (ACP) and Her Majesty Revenue and Customs 

(HMRC).  The workshop was organized in cooperation with the WCO, ROCB A/P and the Fiji 

Revenue and Customs Services (FRCS) with 18 Customs administrations and 27 participants from 

8 WCO Members and 10 non-WCO Member of OCO Members took part in this workshop. 

The workshop was designed for small islands Customs administrations to provide guidance 

on further connecting the global value chain. The program focused on discussing common and 

unique challenges which island Customs administrations face, including a limited number of 

ratification to international standards, shortage of in-house experts, etc. Through the workshop, 

the participants reviewed and assessed respective administrations’ current situations on these 

areas and their priority and recommendation for their future way forward. 

(2) WCO Sub-regional Workshop on Combating Counterfeiting and Piracy for the Pacific 

Islands 

 

The WCO Sub-regional Workshop on Combating Counterfeiting and Piracy was held on 13-

17 January 2020 at the WCO Regional Training Center in Suva, Fiji, with the sponsorship of the 

Japan Customs Cooperation Fund (CCF/Japan). The workshop was organized in cooperation with 

the WCO, ROCB AP and the Fiji Revenue and Customs Services (FRCS) with 12 participants 

nominated by six Pacific Island countries namely Fiji, Papua New Guinea, Samoa, Timor-Leste, 

Tonga, Vanuatu. 
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The workshop was designed to enhance Members’ competencies on IPR border measures in 

the Asia Pacific region and to further strengthen the regional commitments in this area. The 

workshop covered topics such as the global situation and the international standards on 

counterfeited goods to foster the fundamental understanding of the IPR framework, and the 

participants actively shared their views and opinions to formulate an effective enforcement 

strategy to fight against counterfeiting and piracy at the borders. 

(3) WCO/JICA Joint Sub-regional Master Trainer Program (MTP) Introductory Webinar 

for the Pacific Islands 

 

The WCO/JICA Joint Sub-regional MTP Introductory Webinar for the Pacific Islands was 

held on 5 August 2020. The Webinar was facilitated by the ROCB A/P in close cooperation with 

the WCO, Japan International Cooperation Agency (JICA) and Japan Customs. The six Customs 

administrations in the Pacific, namely Fiji, Papua New Guinea, Samoa, Timor-Leste, Tonga, 

Vanuatu as well as the representative from Oceania Customs Organization (OCO) Secretariat 

attended the Webinar. 

The Webinar was designed to seek a possibility to launch the “Master Trainer Program 

(MTP)”, the flagship program of the WCO/JICA Joint Project, in the Pacific Islands to realize its 

strategy. MTP is aimed at developing sustainable training capacity by (1) developing a pool of well-

experienced trainers and (2) regionally featured training materials and program to be used by 

these trainers. Upon completion of the MTP, successful alumni are expected to become a regional 

asset and to deliver training for the benefit of Customs in the Pacific Islands as a whole. 
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The participants agreed to take the necessary actions required to launch MTP in the Pacific 

Islands. 

 

4. What’s Next  

(1) Guidance for Customs administrations in SIEs 

In response to SIEs’ specific needs and priorities, the WCO and its Members have been 

developing the Guidance for Customs administrations in SIEs to develop tailor-made capacity 

building activities and improve coordination between and among relevant development partners 

and donors. The Guidance provides background information, the current situation, challenges and 

peculiarities, etc. in small island economies. The guidance also includes suggestions concerning the 

capacity building programs for those economies.   

I believe that this informative Guidance will support the development capacity building 

programs more focused on the Pacific region’s specific needs and priorities and be useful for the 

sustainable development of the Pacific Islands. 

(2) Master Trainer Program (MTP) in the Pacific Islands 

The MTP is the human resource development program to support Customs administrations 

and has been implemented in close cooperation between the WCO and Japan International 

Cooperation Agency (JICA) since 2012. The MTP takes a unique approach to train the trainers and 

to develop the training materials and programs which accommodate the unique needs and 

environment of Customs administrations. The MTP was successfully implemented with the 

Customs administrations in East Africa and its value is well acknowledged by leaders in those 

countries. MTP supported the Customs administrations in East Africa to develop the Master 

Trainers and many of them were accredited as WCO experts. 

The development of a regional pool of experts is identified as one of the common challenges 

in the Pacific Islands through the regional dialogues. The MTP which resulted in the pool of 

approximately 90 Master Trainers could be the most appropriate solution to this challenge. 

Furthermore, to develop the experts and training materials in a region contributes to establishing 

sustainable training capacity in the region.  
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I believe that MTP in the Pacific Islands will result in reinforcing the regional pool of experts 

in the same way as in East Africa and it will bring about a variety of benefits for the further 

prosperity of the Pacific Islands. Obviously, ownership and leadership of the Customs 

administrations in the Pacific are one of the keys in order to successfully launch the MTP. Those 

administrations are responsible for the nomination of capable officials, continued participation of 

those nominated officials to the MTP, full utilization of Master Trainers for future training in the 

region, etc. I hope that close collaboration between WCO, JICA, OCO, the Customs 

administrations in the Pacific Islands and ROCB A/P will bear fruit. 

 

5. Way forward 

ROCB A/P strongly supports the SIEs Initiative and has committed to conducting the 

capacity building activities as part of this initiative. I would be more than happy to engage in these 

activities as a Program Manager of ROCB A/P. Once travel will be allowed again, we are going to 

organize Face to Face workshops to support the SIEs Initiative and I really look forward to seeing 

Members in the Pacific Islands at those workshops.  



7 
 

The Key Knowledge to find Commercial Fraud for PCA 

- Valuation fraud by using subcontracts – 

 

 

 

 

 

Mr. Ilkwon Han1 

CCF-Korea Operational Manager, ROCB/AP 

I. Introduction 

If we think about a certain international transaction, we could simply think there are two 

parties, a buyer and seller.  This concept reflects the WTO Valuation Agreement to apply the 

principle of Customs Value of imported goods.  However, there are more than two parties involved 

to establish the trade in accordance with the newly developed business models that might have 

several reasons, such as reducing a cost or management purpose, etc. 

If the new ideas apply to international trade, there are potential be blind spots or loopholes 

in terms of a Customs Valuation perspective.  Customs authorities have difficulty in screening the 

value of imported goods properly through traditional Customs clearance methods, which doesn’t 

give a whole picture of the trade to Customs officers.  In my view as a Valuation expert, a good 

understanding of the involvement of subcontractors in Customs Valuation is an essential skill for 

conducting Post Clearance Audit (PCA) activity. 

In my essay, I will present two cases that provide lessons learnt of valuation fraud by using 

subcontracts through the PCA.  The basic concept of a subcontract is that one hires subcontractors 

 
1 I had been an adjunct professor as a PCA and CV specialist in the CBCTI (RTC in Korea) from 2012 to 2019.  I had 
many teaching experiences on PCA and Customs Valuation for the training center, WCO EPCBA and KOICA 
program.  In addition, I was a virtual tutor in WCO VCOA (Virtual Customs Orientation Academy) from 2014 to 
2016. 
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either to reduce costs or to mitigate project risks.  This business model can allow an importer to 

reduce the value of the imported goods intentionally or unintentionally.  As a Customs point of 

view, we should keep in mind how to tackle the valuation risk in the current situation. 

 

II. PCA2 Case studies 

There might be two types of subcontract that Customs should understand and keep focusing 

on the issue to prevent the Customs duty and tax evasion.  I will show two specific cases that were 

detected during my job performance3.  One is outsourcing of logistics, and the other is outsourcing 

of production (or manufacturing). 

1. Outsourcing of logistics by Third party logistics4 

Before setting up outsourcing of logistics as a subcontract, a buyer followed the traditional 

way of transaction to import a goods from an exporter(seller).  However, the buyer wants to 

manage his/her supply chain to reduce the cost of logistics, there is a subcontract with the logistics 

service provider who has no decision power in the transaction of international trade between the 

genuine importer(main contractor5) and exporter(seller).   

1-1. The purchase of foreign products via importations of Hub6 companies7 

1-1-1. A brief of the trade 

As you can see the below diagram, there are three parties (L, M, and S) to implement the 

importation of goods, and two contracts for purchasing and importing the goods.  The purchasing 

 
2 The Post-Clearance Audit (PCA) process can be defined as the structured examination of a business’ relevant 
commercial systems, sales contracts, financial and non-financial records, physical stock, and other assets as a means 
to measure and improve compliance 

- From Guidelines for PCA / Vol 1 (WCO, June 2012) 
3 I confirmed these two cases as a chief of PCA team at Busan Customs, Korea Customs Service.  
4 Third-party logistics (abbreviated as 3PL, or TPL) in logistics and supply chain management is an organization's use 
of third-party businesses to outsource elements of its distribution, warehousing, and fulfillment services. (from 
Wikipedia) 
5 The main contractor (or general contractor, prime contractor) hires a subcontractor to perform a specific task as 
part of an overall project and normally pays for services provided to the project (From Wikipedia) 
6 The buyer (Company L) and a logistic service provider (Company S) made a HUB contract which is a subcontract of 
logistics. In this regards they called the company S “HUB”. 
7 This case was detected by my PCA team in 2013. It gave me award an employee of the month by commissioner in 
Oct. 2013 for uncovering the blind spots of Customs Valuation. 
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activity to decide the price and quality of the imported goods is done between Company L and 

Company M.  The importation activity is done by the nominal importer, Company S.8  

Originally, Company L is a genuine importer who has right to decide the import price and 

quality with exporter M in overseas.  With the sole object of reducing the inventory cost, Company 

L made a Hub contract with company S to assign a nominal importer to declare the imported goods 

from the exporter M to Customs only after issuing a P/O(Purchase Order) to the Company S.   

 

 

 

1-1-2. Findings/Results of PCA 

This case was confirmed by PCA on company S, which is a logistic service provider.  During 

the process of importation of Company S, Customs (specifically Clearance department) didn’t 

recognize the existence of the genuine importer L.  Because the documents9 that Company S 

presented to Customs in the Clearance department have no information about company L.  

While performing the PCA, we could confirm the being of Company L and R&D cost for the 

imported goods that had been transmitted from company L to manufacture M. However, the cost 

 
8 There is an importation contract among three parties (L, M and S), that stipulated the role of importer would be 
Company S. 
9 When processing a customs formality to import, Customs has a barrier to know the full picture of trade by 
checking the main clearance documents, such as invoice, Bill of Lading, Packing list, Origin Certificate, etc. 
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wasn’t declared to add up to the value of the imported goods during the importation done by 

company S.   Furthermore, there was no information sharing between Company L (Main 

contractor) and Company S (Subcontractor) about the R&D cost.  

Finally, 100millon US$ (R&D cost) was not declared as a Customs value, and about 300 

thousand US$ was collected as unpaid duty and tax. 

2. Outsourcing of production(manufacturing). 

A subcontractor who contracts with a main contractor to supply any materials or goods could 

be an importer to import products from overseas.  Like the previous case, the role of main 

contractor should be assessed to evaluate Customs Value of the imported goods by the 

subcontractor. 

For example, If the subcontractor who didn’t pay a royalty or licensed fee imports the 

licensed goods, Customs should consider how the importation of patent goods is established and 

who pays the Royalty or licensed fee for the goods.   

 

2-1. The acquisition of apparels via the importation of subcontractors10 

  2-1-1. A brief of the trade 

There are three contracts that we should know to understand this case.  The first one is the 

license agreement between licensor and licensee X who is a main contractor.  The second is the 

manufacturing and purchase agreement between the X and Subcontractor Y.  the last one is the 

outward processing contract between the subcontractor Y and the factory of Y’s in another 

country.  The imported goods are apparels made by subcontractor Y. 

 
10 This case was confirmed in 2015. The business of production subcontracting is popular in the most manufacturing 
industries. 
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2-1-2. Findings/Results of PCA 

When subcontractor Y import the licensed goods manufactured by the subsidiary of Y in 

overseas, the subcontractor gets a favor from the main contractor X to use the design and logo 

free of charge.  When importing the apparels, Company Y didn’t declare the value of design. 

During our PCA, there was an issue whether the cost of design could be added on the customs 

value in using a design as an assist to manufacture the imported goods. However, the design was 

developed at the country of importation.  Finally, the cost of the design couldn’t be added up to the 

value of the imported goods under the article 8.1.(b)(ⅳ)11 WTO Customs Valuation Agreement 

 

 

 

 
11 Engineering, development, artwork, design work, plans and sketches, undertaken elsewhere than in the country 
of importation and necessary for the production of the imported goods 

Licensor 

Subcontractor Y 

(Supplier) 

Main contractor X 

(Licensee) 

License Agreement 

Manufacturing and Purchase 

Agreement 

Factory of  Y’s 

(Exporter) 

Importation of the 

goods 
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III. Lessons learned 

1. Blind spots/loopholes of Customs Valuation 

We have reviewed the subcontracting cases that could influence the value of the imported 

goods.  Owing to the characteristics of subcontracting, the relationship between two parties, a 

main contractor and subcontractor, are not balanced.  Normally, the power of the main contractor 

is superior to the subcontractor.  If the subcontractor acts as an importer, the reliability of import 

declaration does not guarantee due to the dominant position of main contractors 

In this point of view, the valuation risk is getting higher if the importation is done by 

subcontractors.  The activity of main contractors could be hidden by using a subcontract.  The 

more subcontracting in the trade, the more difficult to confirm the genuine value of the imported 

goods.  If the genuine importer hides his/her role or payment in the Customs procedure, it will be 

easy to avoid the payable duty and tax.  Therefore, Valuation fraud risk could be found in the 

subcontract by various formats, such as R&D cost, Assist cost, Royalty and License fees, proceeds, 

etc. 

2. Issue of third-party payment. 

Buyers could have two roles, an importer and a payer of the imported goods.  However, when 

there is discrepancy between the role of payer and importer, it is difficult to evaluate the value of 

the imported goods whether the payment of third party could be part of the Customs value of the 

imported goods. 

In fact, if the payer and importer are related, it would be easier to consider the payment of 

the third party to be part of Customs Value of the imported goods.  But, If the relationship between 

the payer and importer is not related, then it will be easier to manipulate Customs Value of 

imported goods. 

As we reviewed the previous two cases, one common point in terms of the payment is the 

third-party payment.  Emotionally we easily think the payment could be part of the Customs value 

of the imported goods. However, legally speaking we couldn’t easily decide that the payment 

would be added up to the Customs Value of imported goods.  There should be a strict link between 

the payment and the imported goods to include the value of the imported goods as Customs Value.  
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In this regards, there has to be deep technical consideration and reviews to develop the Valuation 

theory. 

3. Importance of PCA12 

Traditionally Customs is predominant at the border to clear the imported goods.  However, 

it is not easy for the Customs clearance system to tackle valuation fraud properly due to the 

limitation of information and inability to see the whole picture of the transaction in question.  If 

the importation of goods is done by subcontractors, Customs may not know about the existence 

of main contractors and additional payments in the clearance stage. 

At this point, Post Clearance Audit (PCA) is well-organized method to guarantee the Customs 

Valuation system effectively.  As I mentioned two related cases before, these were confirmed by 

PCA performance. Customs should develop the skills of PCA continually to tackle the valuation 

fraud and attract a reliable voluntary report.  

 

IV. Conclusion 

We have reviewed the valuation risk of a subcontract so far.  The business of trade is 

developing continually, whereas the age of WTO Valuation Agreement is getting older.  The 

regulation itself has difficulty in catching up to the current international trade properly.   

As I mentioned earlier, when we, Customs conduct the PCA at the premise of the main 

contractor, it would be easy to confirm his/her hidden activities related to the importation of 

his/her subcontractors.  However, if we deploy the PCA at the premise of subcontractors, it would 

be difficult to track a certain activity and payment done by his/her main contractor.   

In addition, it would be a limit to be selected by Customs to conduct the PCA on the 

subcontractors because the size of the company is relatively small to be targeted.  The importation 

by subcontractor could easily avoid the imposition of customs duty and tax due to the 

characteristics of the trade.  

As a conclusion remark, Customs should understand the flexible business models that might 

influence the value of the imported goods.  The more complex in the subcontract, the more difficult 

 
12 With a view to expediting the release of goods, each Member shall adopt or maintain post-clearance audit to 
ensure compliance with customs and other related laws and regulations. (TFA Article 7.5) 
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to tackle the Valuation Fraud in the current economic environment.  We should develop our 

capacity building in Customs Valuation area to fulfill the justice of duty and tax.  Thanks. 
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How much do you know about the WCO regional entities on capacity 

building in A/P Region? 

 

 

 

 

 

Ms. Chloe Au 

Program Manager for the South East Asia of ROCB A/P 

 

Introduction 

Do you know how many WCO regional entities provide capacity-building services in the 

Asia/Pacific (A/P) region? Do you know what kind of training services they deliver to the A/P 

Members? Have you ever visited these training facilities?  You will find the answers in the brochure 

of “WCO Capacity Building Entities in Asia/Pacific Region”. 

The A/P region is renowned as the most active region among all WCO regions in the domain 

of capacity building through vital coordination and cooperation not only between Members but 

also the regional entities.  To further promote the coherence and synergy of capacity building 

resources and the unwavering effort pursued by each entity in the region, the ROCB A/P, in 

collaboration with other regional bodies which offer training services to A/P Members, published 

the brochure “WCO Capacity Building Entities in Asia/Pacific Region” in October 2020.  The 

brochure provides the general background and overview of the ROCB A/P, each Regional Training 

Centre (RTC), Regional Customs Laboratory (RCL) and Regional Dog Training Centre (RDTC) in 

the region, accompanied by photos of training facilities and equipment used at the training 

institutes/laboratories.  Not simply regarded as a good reference for improving Members’ training 

facilities, the brochure is also expected to provide colleagues in the Customs community a better 
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understanding of the operations of all these regional bodies.  For those colleagues who have not 

yet had a chance to visit the institutes, they are be able to get a general impression of the facilities 

and equipment that are used during training.  This brochure will be updated as a living document 

when these regional entities are upgraded or expanded. 

 

Overview of the regional entities on capacity building 

The A/P region is a pioneer in implementing the WCO Regional Capacity Building Strategy, 

which aims to support Members’ organizational development and capitalize on regional synergies.  

In the A/P region, ROCB A/P is the sole regional office of the WCO working on capacity building 

programs to promote and carry out its strategies and initiatives, and address regional Members’ 

capacity building needs.  Besides, there are currently seven RTCs in the region, located in China, 

Fiji, Hong Kong China, India, Japan, Korea and Malaysia. These RTC’s focus on bringing specialist 

training closer to the end-users through the development of regional training expertise and the 

expansion of the blended learning network.  In addition, two RCLs are located in Japan and Korea 

aiming to provide specialized training and information sharing on chemical analysis of goods for 

classification and trade controls.  To further enrich A/P Members’ enforcement capacity against 

various Customs offences, a RDTC in China dedicated in canine operation was set up. 

The ROCB A/P was established in 2004 as the first regional office for capacity building of the 

WCO amongst its six regions.  In close cooperation with other regional bodies and donors and 

under the supervision and guidance of the WCO Secretariat, the Vice Chair of A/P Region and the 

respective Directors General in the region, the ROCB A/P provides services on capacity building 

to A/P Members under four main pillars: 1) support the implementation of WCO conventions, 

instruments and tools; 2) further enhance collaboration with development partners; 3) improve 

needs analysis, planning, delivery, and management of capacity building activities; and 4) enhance 

communication and information sharing among Members. 

RTCs are the key success factors for the delivery of core training required by the region.  In 

addition to taking charge of the domestic training to nurture Customs experts in their home 

administrations, the seven RTCs of the A/P region are also working closely with the ROCB A/P to 

host regional and sub-regional workshops for A/P Members.  Each RTC is a well-constructed 

training institute accommodated with advance training equipment and facilities.  Besides, the 
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stress-free learning environment provided by the RTCs, they also add value to the delivery of the 

regional capacity building activities.  Taking this opportunity, the ROCB A/P would like to thank 

the RTCs’ generosity and hospitality as well as the continued and unflagging support to the 

development of regional capacity building. 

The fundamental function of an RCL is to provide technical assistance on the accurate 

analysis of goods and Harmonized System (HS) classification to A/P Members.  Likewise, the RCLs 

in Japan and Korea not only provide internal training to their Customs officials but are also 

liberally engaged in regional cooperation, exchange of Customs laboratories experts and sharing 

of experience and information.  It’s worth to mention and recommend to Members to have a look 

of the professional and contemporary instruments that are using at the laboratories. 

RDTC is designed with the purpose to address the importance of sharing knowledge and 

professionalism within Customs dog and handler teams, whom have made a considerable 

contribution to the fight against illicit trafficking.  At present, RDTC in China is the exclusive 

Customs dog training centre in the region to provide various specialist canine training such as 

detection on narcotics, wildlife, explosives, tobacco and currencies. 

 

Photos of regional training bodies 

Here are some of the photos of training facilities and equipment used at the training 

institutes/laboratories as well as capacity building programs/activities that they had arranged in 

the past.  To find out more, please visit http://www.rocb-ap.org/service/547/ . 

 

 

 

 

 

 

 

http://www.rocb-ap.org/service/547/
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WCO Asia/Pacific Regional Office for Capacity Building 

 

 

 

 

 

 

 

 

WCO Asia/Pacific Regional Training Centre in China 

 

 

 

 

 

 

 

 



19 
 

WCO Asia/Pacific Regional Training Centre in Fiji  

 

 

 

 

 

 

 

 

WCO Asia/Pacific Regional Training Centre in Hong Kong, China 
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WCO Asia/Pacific Regional Training Centre in India 

 

 

 

 

 

 

 

WCO Asia/Pacific Regional Training Centre in Japan  

 

WCO Asia/Pacific Regional Training Centre in Korea 
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WCO Asia/Pacific Regional Training Centre in Malaysia 

 

WCO Asia/Pacific Regional Customs Laboratory in Japan 
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WCO Guide to Effective Passenger Control with API/PNR 

 

 

 

 

 

 

Ms. Pavida Boonmun 

Assistant Program Manager, ROCB A/P 

 

Introduction 

The COVID-19 outbreak has resulted in massive global border restrictions on the movement 

of people, especially in the air stream which is the most popular mode of passenger transportation. 

As a result, the number of international travelers has decreased dramatically. Nevertheless, the 

importance of Customs missions and its role at the border has not changed. For Customs, it is 

necessary to properly allocate resources and carry out effective and smooth passenger inspection. 

Considering the recent environment, Customs must use undertake more effective border 

enforcement not just through physical inspection, but also the targeting of high-risk passengers 

utilizing advance information. From this perspective the WCO provides useful instruments on 

targeting high-risk air passengers utilizing advance information namely API and PNR. In my essay, 

I would like to highlight the key points of the WCO guidance document “How to Build API/PNR 

Programs” which describes necessary information to establish API/PNR in Customs 

administration and for improved operations.  
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General Background 

Over the last decade there has been a great technological transportation revolution which 

has made travel more accessible for people from around the world.  Air travel remains the most 

effective mean of transportation and enhances interaction among people from various countries. 

It then leads to the steady rise in the number of air passengers and their belongings.  This 

heightened trend in travel brings with it the high risk of illicit trade. Due to the increasing number 

of travelers, smuggling by air has increased and more effective Customs enforcement methods are 

be needed.   

Needless to say, Customs plays an important role in the advanced identification of high-risk 

passengers to ensure safety of their citizens and internal trade. Thus, it is a great challenge for 

Customs that it has to facilitate efficient Customs procedures while maintain effective border 

control.  Many Customs agencies in the world establish risk management systems to select high-

risk cargo and people. As for the effective implementation of risk management systems, 

identifying which data can be used is a key factor. When it comes to passenger control, obtaining 

data owned by the airline in advance is a key. Advance Passenger Information (API) and Passenger 

Name Record (PNR) data becomes one of the answers for air passengers control in the recent 

situation for many Customs Administrations. Therefore, it is recommended that Customs 

establish a program which is designed to protect citizens and the security of states by helping to 

identify travelers with high level of risk in more effective manner. 

 

What is API /PNR? 

API stands for Advance Passenger Information which aircraft operators collect, such as 

passenger’s biographic data and other flight details when passengers check in. Information will be 

sent to border control agencies for screening once passengers are cleared for boarding in general.  

PNR or Passenger Name Record is a name given by the air transport industry to the record 

created by aircraft operators. The data is captured once the flight is booked and modified. It starts 

from the beginning of the booking until the departure of the flight. 
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Data from these programs include; 

 

 

 

 

 

 

 

 

As you can see, API / PNR is basically information possessed by the airline, and Customs 

requires the airline to submit it as necessary. Ideally speaking, API and/or PNR assessment 

systems in Customs are the program which is designed to identify high risk individuals and to 

support conducting passenger inspection by frontline officers. 

From the perspective of information that can be effectively used, the global data format 

standards needed development.  The WCO, ICAO, and IATA worked together with the world to 

facilitate and maintain standardization of the tool. This global standard will also increase data 

quality which ensures better information for Customs.   

 

How to Develop API and/or PNR Programs  

To develop programs, it is necessary to prepare related key elements to ensure that it will 

benefit your country and protect citizens including internal trade. The key elements consist of: 

- Review Legislative Foundation.  

To implement and support the program, it is necessary to identify if there is a gap within 

domestic legislation. In addition, it is needed to give authority to border agencies to collect and 

process the programs by developing a legislative framework because most aircraft operators 

normally do not provide that information if it is not required by law. 

API 
-Name 
-Date of Birth 
-Gender 
-Citizenship 
-Travel Document Data (Ex. 
Passport no.) 
-Basic travel info. (Ex. Seat 
no., no. of checked baggage) 

            PNR 
    (In addition to API data) 
-Booking agency 
-Booking date 
-type of ticket 
-date of travel 
-travel itinerary 
-payment information 
-frequent flyer information 
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- Manage the use, access, retention, disclosure, and deletion of data. 

Since passenger information is considered as sensitive data, it has to be managed with care 

and handled appropriately. Thus, the management of the data may be required by the form of 

Memoranda of Understanding (MOUs) to identify who can access or use the data, and what kind 

of data can be provided to border agencies.  

- Conduct a cost benefit analysis. 

To conduct cost analysis is recommended to identify whether to operate in-house or external 

operational solutions. In some countries, funding may come from multiple sources if border 

agencies are from separated entities. 

- Develop System. 

Your country has to decide by now if API and/or PNR will be developed including how to 

collect the passenger information from aircraft operators. IT solutions to display, to retrieve back-

up data, and to analyze the information in a form of user-friendly format but still can protect 

privacy are also important.  

- Manage engagement with industry. 

It is recommended to develop a communication strategy with aircraft operators, external 

industry partner, other countries, service providers, WCO, IATA, and ICAO to manage 

engagement with industry to maintain ongoing relationship and gain information on lessons 

learned. 

- Implement a Passenger Information Unit (PIU). 

PIU is highly recommended to establish in your country to support the legislative framework. 

Main tasks of the unit are to identify, interpret, research, and analyze information to identify risk. 

To ensure that PIU will meet the objectives, those activities will be managed and controlled by 

well-trained targeting officers. 

- Prepare Reports for Improvement. 

Reports are necessary for improvement to identify trends and areas of interest. It can also 

monitor and ensure the integrity of IT solutions for better analysis in the future.  
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In conclusion, if your country is considering to develop API and/or PNR programs and would 

like to define more what API/PNR data is including how it can be transmitted, it also can be found 

at www.wcoomg.org and www.icao.int 

 

Way Forward 

 The current COVID-19 pandemic has caused a decrease in interaction, trade 

movements, and travelling in most countries, mainly through air travel. The volume of air 

passengers and flights has decreases dramatically. However, in times of crisis, criminals always 

take this opportunity for illegal and fraudulent activities. Thus, it is responsibilities for Customs to 

ensure people can move freely while protecting health and safety of their citizens as well as 

Customs officials at the borders.  

From a global perspective, of course, many Members have challenges in enforcing air 

passengers using advance information namely API and PNR. WCO is fully aware and provides 

helpful information and tools on this area.  

In this connection, ROCB A/P realizes the importance of the API and PNR programs to be 

developed as an assisting tool in the situation of this world pandemic and after. I hope this WCO 

guidance documents could assist and support Members to ensure high quality enforcement on the 

air passengers even through the difficult time.  

 

 

 

 

 

 

 

 

http://www.wcoomg.org/
http://www.icao.int/
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WCO’s new strategy for Intellectual Property Rights 
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1. Introduction 

After the outbreak of the COVID-19, wearing a mask and keeping your hands clean became 

a daily routine to mitigate the risk of infection. However, if masks and sanitizer gels, which we 

usually use, are counterfeits are they effective to mitigate the risk? What will happen if fake 

medicines and C-19 test kits are being marketed in your country?  

It is obvious that Intellectual Property Rights (IPR) infringing goods can harm people’s health 

and safety. Fake medicines, car parts, foodstuff and toys are typical examples that hurt or, in the 

worst-case scenario kill people. Besides, IPR infringing goods can cause a negative effect on 

economic, social and cultural growth. IPR encourages creativity and innovation by ensuring the 

protection of the interest of right holders, accordingly weak IPR protection discourages creating 

and innovating something. On top of that, foreign investment might be discouraged where IPR 

protection is not sufficient. 

Customs can prevent IPR infringing goods at the border before they are distributed widely in 

domestic markets. With that in mind, Customs plays a vital role in fighting IPR infringing goods. 

Currently, with the outbreak of the COVID-19 pandemic, numerous cases of seizure and 

detention of goods linked to COVID-19 have been reported by Members. Customs 

administrations are required to endeavor to protect the health and safety of the world’s people 

more than ever.  
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The WCO has been supporting its Member administrations in combating infringing goods by 

implementing operations and capacity building activities while responding to the latest needs of 

Member administrations. The purpose of this article is to introduce the WCO’s new strategy for 

IPR by introducing “the WCO IPR, Health and Safety programme (2020 version)” which aims at 

providing an appropriate and up-to-date solution to the threat of counterfeiting so that Members 

can grasp the WCO’s future activities to support its Members in fighting against infringing goods. 

 

2. Outline of the WCO’s current initiative: the WCO IPR, Health and Safety 

programme (2020 version) 

Purpose 

Counterfeiting and piracy have become much more sophisticated over the past few years. 

The rapid growth of e-commerce in modern life has brought various challenges in the missions of 

Customs administrations including IPR related issues. To respond to the continuously changing 

international environment and the latest needs of Member administrations, the WCO and its 

Members have developed a new version of the IPR, Health and Safety Programme. This is the 2020 

version of the WCO strategy for IPR and aims to explore all of the innovative technologies which 

are available to Customs administrations and which may have a positive impact on the work 

carried out by frontline officials. 

Overviews and structure 

The strategy consists of four parts, namely “I- Background”, “II- The role of stakeholders”, “III- 

The WCO IPR, Health and Safety Programme: New vision for convincing results” and “IV- The way 

forward”. The first part provides the historical background in accordance with its name and 

information on the current situation and the challenges faced. The second part mentions the role 

that must be played by stakeholders (WCO and its Members, observers (e.g. WTO, WHO, 

UNODC, WIPO, INTERPOL, Europol) and rights holders). The third part provides the outline of 

the work plan which contains five topics, namely “awareness-raising and visibility”, “stakeholder 

cooperation and networking”, “risk management and information exchange”, “capacity building” 

and “cross-cutting issues”. The final part focuses on the way forward and the next stages of its 

implementation. I would like to explain more details about the third part, which provides the key 

elements, and the final part, which provides the next step. 
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Key elements (III- The WCO IPR, Health and Safety Programme) 

As above, this part consists of five topics and provides the vision and action required for each 

topic. The brief outlines of the five topics are as follows. 

Topic Outline 

Awareness-raising and 

visibility 

Awareness-raising nature and institutional visibility of the 

WCO will be a key priority for this programme. Awareness-

raising includes not only public awareness but also 

Customs’ awareness.  

Developing a Training Manual on IPR, encouraging data 

input for CEN, using live and online awareness-raising 

events to educate people, etc. are stated as the action 

required. 

Stakeholder cooperation and 

networking 

Further enhancing cooperation with the private sectors, 

the intergovernmental institutions and the WCO Members 

is a vital factor in fighting against infringing goods.  

Establishing clear procedures for stakeholder participation 

in WCO IPR, health and safety activities, designing an IPR, 

Health and Safety Self-Assessment Tool, initiating 

diagnostic missions for Members to encourage the 

implementation of appropriate IPR legislation, etc. are 

stated as the action required. 

Risk management and 

information exchange 

Risk management is essential with respect to IPR and 

health and safety to stop illicit trade while facilitating legal 

trade. 

Incorporating the risks associated with IPR, health and 

safety matters into Members’ risk management systems, 

creating a new platform for exchanging information 

through CENcomm, etc. are stated as the action required.  

Capacity building Capacity building to curb IPR infringements and the trade 

in unsafe and substandard goods is essential. The WCO 
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accredited experts play a crucial role in the WCO’s capacity 

building activities. 

Reviewing the CLiKC! modules on IPR, including the finer 

points of HS codes in capacity building activities, etc. are 

stated as the action required. 

Cross-cutting issues There is a need to take into account other cross-cutting 

issues for the effective implementation of this programme. 

Enhancing cooperative action with the WCO Programme 

on Combating Money Laundering, pursuing and refining 

the survey on the environmentally sustainable destruction 

of goods, etc. are stated as the action required. 

 

This part includes all important keys to conduct IPR border enforcement effectively and 

efficiently while covering the topical issues. A comprehensive outline of work under the 

programme increases the visibility of the WCO’s activities. 

What is next (IV- Way forward) 

This part provides the next actions that the WCO should take. As the next stage of the 

implementation of this programme, the Secretariat will develop a detailed work plan. Also, the 

development of the Training Handbook on legal measures and practices against infringement of 

IPR, the IPR Self-Assessment Tool and the Guidelines on the environmentally sustainable 

destruction of counterfeit goods are stipulated as the performance indicators for this strategy in 

the final part.  

With regard to the Training Handbook and the IPR Self-Assessment Tool, the WCO and its 

Members have been developing them and they will be submitted for approval to the Meeting of 

the Enforcement Committee. The Training Handbook aims to provide a comprehensive overview 

of the legal and practical measures that can be taken to identify, deal with and stop IPR-related 

offences at borders. The IPR Self-Assessment Tool aims to provide a broad overview of best 

practices in the field of IPR protection that build on not only traditional legislative issues including 

TRIPS, but also Members’ current procedures for IPR border enforcement and cooperation with 

the private sector and other stakeholders, risk management, and capacity building.  
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The guidelines on the environmentally sustainable destruction of counterfeit goods will be 

developed in the future. The issues concerning the environmentally safe disposal and destruction 

of IPR infringing goods have been discussed among Members and stakeholders such as the WIPO 

and UN in the past WCO Counterfeit and Piracy Group meetings as well as the WCO Enforcement 

Committee meetings. In the light of these discussions and as a follow-up to the Green Customs 

initiative (for the details, please refer to the website: https://www.greencustoms.org/), the WCO 

has conducted an online survey to better understand and assess the current situation in Member 

administrations and the need for guidance in environmentally-friendly storage and destruction of 

seized goods. The results of this survey showed that Members understand the importance of 

storing and destroying seized goods in a sustainable and environmentally friendly manner. 

However, crashing, landfill and incineration are still common methods among Members. The 

results of this survey also showed Members’ needs to develop guidelines in the area of 

environmentally sustainable storage and destruction of seized goods with the relevant 

stakeholders. 

To sum up, this part demonstrates WCO’s commitment to the implementation of the 

programme. Above mentioned tools and instruments, which are crafted under this strategy, are 

practical and useful for Members and help them to easily grasp how they implement IPR border 

enforcement effectively. 

 

3. Conclusion 

Customs has a significant role to play in combating the infringing goods which can expose the 

public to serious health and safety risks. In spite of that fact, the current situation such as the 

development of e-commerce, COVID-19 pandemic and increasing the number of infringing goods 

makes it difficult for Customs to ensure sufficient resources for IPR border enforcement while 

Customs should carry out its various missions, namely collecting revenue, facilitating trade and 

ensuring security.  

To support Members in addressing various challenges on IPR border enforcement, the WCO 

has developed useful instruments in close cooperation with Members and stakeholders as well as 

carried out capacity building activities while incorporating cross-cutting issues such as e-
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commerce and the environmentally sustainable destruction of goods into WCO’s activities related 

to IPR.  

ROCB A/P also has assisted in building the capacity of Members in the AP region in 

collaboration with AP Members, other development partners and stakeholders. Sharing AP 

Members’ best practices through regional/sub-regional workshops would lend the impetus to 

review and update as necessary existing legal frameworks and procedures in Member 

administrations as well as help Members to grasp the trend of infringement in the AP region. In 

addition to that, ROCB A/P has been endeavoring to further enhance information sharing about 

various issues, including WCO’s latest activities related to IPR, among Members by utilizing all the 

available platforms such as our website.  

We would like to continue to work closely with AP Members in the field of IPR protection and 

appreciate your continuous support. 
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Ⅰ. Introduction 

The primary principle of Customs Valuation is the Transaction Value Method. The transaction 

Value Method is stipulated in the article 12 of WTO Customs Valuation Agreement.  There four 

factors that should be met to apply the transaction value method. 

1. The goods should be exported for sale. 

2. The value of imported goods is price actually paid or payable (PAPP). 

3. The value of imported goods should be adjusted by article 83 

4. The transaction is not related to rejection factors4 stipulated in the article 1 

 
1 I had been an adjunct professor as a PCA and CV specialist in the CBCTI (RTC in Korea) from 2012 to 2019.  I had 
many teaching experiences on PCA and Customs Valuation for the training center, WCO EPCBA and KOICA 
program.  In addition, I was a virtual tutor in WCO VCOA (Virtual Customs Orientation Academy) from 2014 to 
2016 and attended two times of WCO Sub-regional PCA workshop for ASEAN and Pacific Islands as an expert in 
November 2020. 
2 The customs value of imported goods shall be the transaction value, that is the price actually paid or payable for 
the goods when sold for export to the country of importation adjusted in accordance with the provisions of Article 8 
(the rest is omitted) 
3 There are two types of additions: Compulsory and Optional.  The compulsory factors are Commissions and 
brokerage, cost of containers and packing, Assist, Royalties and License fees, Proceeds.  The other optional factor is 
cost of transport and insurance based on FOB or CIF system in each country. 
4 Under the article 1, there are 4 rejection factors as below. 

1. No restriction in disposition or use of the goods by the buyer. 
2. No condition or consideration in the sale or price. 
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This rule could be applied to all cross-border transactions as the method to decide the 

customs value of imported goods.   However, if we think about transactions between related 

parties as an Intra-Group, it would be more complex than normal trade. 

There are two issues that relate to the Customs Valuation in the Intra-Group trade.  One 

prime issue is whether the transfer price5 could be Customs Value or not.  This is the 

harmonization matter between Transfer pricing and Customs Value.  In line with this issue, I would 

like to suggest an additional issue, which is Intra-Group Service fee6 in the Multinational 

Enterprises (MNE). 

There are two types of transactions that could be thought of in the intra-group trade.  One is 

the transaction of goods, the other is service7.  If the distinction between the goods and the service 

is clear, then there is no further problem to screen this service fee in terms of customs perspective.  

Because Customs duty mainly relate to the tangible goods, not intangible service8.  However, 

when the characteristic of service has many factors involved, Customs should consider each factor 

of the Service fee whether the cost could be part of the Customs Value of imported goods. 

Needless to say, when implementing PCA, it is necessary to have the information required to 

verify the declared price by importers accurately.  The Intra-Group Service Fee is one that requires 

special attention when determining Customs Value.  In this essay, I would like to touch on the 

Intra-Group Service Fee as a necessary tip in PCA operation. 

Furthermore, in my PCA experience in Korea Customs Service as my original administration, 

it took a quite a lot of time and administrative burden to verify the service fee. 

 
3. No proceeds of any subsequent resale, disposal or use of the goods to the seller. 
4. No influence of price in the transaction between related parties as a buyer and a seller. 

5 Transfer pricing refers to the rules and methods for pricing transactions within and between enterprises under 
common ownership or control. Because of the potential for cross-border controlled transactions to distort taxable 
income, tax authorities in many countries can adjust intragroup transfer prices that differ from what would have 
been charged by unrelated enterprises dealing at arm’s length (the arm’s-length principle) [Excerpts from 
Wikipedia] 
6 Nearly every MNE group must arrange for a wide scope of services to be available to its members, in particular 
administrative, technical, financial and commercial services. So, the parent company may support its subsidiary by 
performing general and administrative activities as well as operational activities such as treasury management, 
marketing, and supply chain management. [Excerpts from OECD Transfer Pricing Guidelines for MNE and Tax 
administrations] 
7 According to the OECD Transfer Pricing Guidelines for MNE and Tax administrations, there is special 
considerations for Intra-Group Services in chapter 7. There are two issues in the analysis of transfer pricing for 
intra-group services.  One issue is whether intra-group services have in fact been provided.  The other issue is what 
the intra-group charge for such services for tax purposes should be in accordance with the arm’s length principle. 
8 There are some exceptions, such as royalties and license fee. The fee could be an addition factor in Customs Value, 
if the intangible right has met two conditions, which are 1) relation to the goods and 2) condition of sale. 
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This is the main reason why I want to study this issue for PCA to reduce time and efforts.  So, 

after reviewing several case studies and rulings on the fee, I present reasonable and standard audit 

process on the service fee for PCA and traders as well. 

 

Ⅱ. Review of related Rulings and Case studies 

If a certain service is related to the imported goods, the service fee could be part of the value 

of the imported goods.  It is clear if the fee is deemed to be part of the value of the goods as long as 

the fee is part of cost of the goods.  In addition, we could extract additional factors from the service 

agreement based on article 8 of WTO Customs Valuation Agreement.  We can see this principle 

from following Member’s rulings and cases. 

1. Rulings case studies9 

■ Case 110 

A separate fee paid to a related party seller for the following services is not part of the price 

actually paid or payable because the fee is unrelated to the manufacture of the imported 

merchandise: management services, accounting, finance, planning, and clerical activities. 

■ Case 211 

A separate agreement entered into between the buyer and seller provides for the buyer to 

compensate the seller for services rendered in connection with the purchase of fabric. These 

services include checking production, scheduling delivery, and conducting inspections.  The 

amounts due under the service agreement are paid on a periodic basis rather than against 

particular shipments of merchandise.  These payments to the seller pursuant to the service 

agreement are not part of the transaction value of the imported goods because they are not 

directly related to the imported merchandise. 

 

 

 
9 I referred the rulings from USA CBP 
10 HQ543512 (April, 9,1985) 
11 HQ543551 (Aug,27, 1985) 



37 
 

■ Case 312 

The presumption that all payments to a seller are part of the transaction value may be 

rebutted by evidence that the payments are completely unrelated to the imported merchandise.  

(Omitted) To determine whether a particular payment should be included in the transaction value 

of the merchandise, Customs analyzes the nexus between the payment and the imported 

merchandise. (Omitted) the importer has not overcome the presumption that all payments to a 

seller are part of the transaction value.  We therefore determine that the Service fees are part of 

the price actually paid or payable and included in the transaction value of the imported 

merchandise. 

2. PCA Case studies13 

2-1.1  Imposition on service fee as an indirect payment of the imported goods. 

2-1-1. A brief of trade 

Importer and subsidiary A has a cost sharing agreement14 with exporter B located in Singapore. 

The exporter B is an Asia Pacific regional center in the same MNE, and supplies services on 

financial, marketing, IT etc.  Quarterly company B invoice the fee to importer A for the cost 

incurred by each activity. 

 
12 HQ548199 (Mar, 19, 2003) 
13 I referred the PCA cases from Korea Customs Service 
14 We can see the concept of cost sharing agreement in the chapter 8 of OECD Transfer Pricing Guidelines for MNE 
and Tax administrations.  A Cost Contribution Arrangements (CCA) is a contractual arrangement among business 
enterprises to share the contributions and risks involved in the joint development, production or the obtaining of 
intangibles, tangible assets or services with the understanding that such intangibles, tangible assets or services are 
expected to create benefits for the individual businesses of each of the participants. 
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2-1-2. Findings/Results of PCA 

PCA team recognized the breakdown of the service charges.  Regarding the service charges 

on the marketing and IT department, these are clear that the service on the administrative support 

is not related to the imported goods.  So, it would be non-dutiable. 

However, the administrative cost in exporter B should be included in the price of exported 

goods. Because the administrative cost of exporter B should be collected by putting the cost in the 

price of exporting goods.15 

Finally, Service charges relating to the administrative expense of exporter B should be part 

of the value of the imported goods as an indirect payment.  Customs collected about 2 million USD 

additionally. 

2-1. The Imposition of service fee as proceeds16 

2-2-1. A brief of the trade 

Importer and subsidiary X made a Management agreement with Exporter Y, located in 

Hongkong to get an administrative support.  The contents of the management services are Human 

Resource, Marketing, IT, Legal, logistics, Quality control, etc. 

The allocated management fee is based on the proportion of gross sales of the importer X, 

and the payment of the fee is done yearly base. 

 

 
15 The price of goods = cost of production + sales and administrative expenses + profit 
16 The value of any part of the proceeds of any subsequent resale, disposal or use of the imported goods that accrue 
directly or indirectly to the seller (Article 8. Par. 1 (d) in WTO Customs Valuation Agreement) 



39 
 

2-2-2. Findings/Results of PCA 

Regarding the service charges on the marketing and IT department, these are clear that the 

service on the administrative support is not related to the imported goods. So, the fees would be 

non-dutiable.  However, one of the allocated fee for Global HQ in L Country wasn’t explained how 

the actual support performed from the HQ.  Importer X didn’t submit any documents to Customs 

on the specific performance from the HQ. in other words. 

Finally, the allocated fee for the Global HQ is deemed to be dutiable as the proceeds.  So, 

Customs collected about 2 million USD additionally. 

 

Ⅲ. Lessons learned 

1. Difficulty in verification on the Substantiality of Service 

The intra group service is one of main issue to decide the fee as the deductible expenses in 

the Tax authority17.  In the same way, Customs also has seen that the fee is controversial to impose 

duty and tax on the imported goods. 

The first step of auditing the service fee is whether the service is actually performed or not.  

Therefore, it is quite difficult to decide whether the service is actually provided based on the 

service agreement.  There is conflict between importer(auditee) and PCA team about the issue of 

service substantiality.18  In this point of view, PCA team and auditee should have time to discuss 

why and how the certain service is actually performed. 

 

 

 
17 Based on the OECD Guidelines for MNE and Tax administrations, this principle is legislated in national level.  For 
Member’s example, there are 4 conditions that should be met to get the deductible expenses by its national taxes 
act as below. 

1. Make a prior agreement and service is performed in accordance with the agreement. 

2. Anticipate additional profit or expense saving by using that service 

3. The price for the service is calculated by arm’s length principle. 

4. Documents substantiating the facts shall be prepared and retained. 

18 When the importer submits ONLY 10 pages of PPT that is given from Global HQ as a marketing planning support, 
then insists that is a proof of service.  In this case, Customs has a reasonable doubt on the service substantiality.  Not 
only the number of Page, but also the contents of the PPT. 
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2. Difficulty in decision to be part of Customs Value. 

As we have seen in the previous case studies, main idea on the intra Group Service is that the 

fee should be part of PAPP based on the idea that the fee should be borne by the seller (exporter).  

In addition, it is possible for the fee to be part of PAPP of the imported goods if the fee is part of 

cost of production. 

In this regard, it is quite difficult to consider the characteristic of Intra-Group Service.  In 

principle, the fee is a service fee that is not related to the Value of the imported goods, however, 

the service is related to R&D or logistics, then the cost should be reviewed whether the fee is part 

of Customs Value or not.  It will be a big burden for PCA officers to evaluate the fee in conducting 

PCA. 

To reduce the burden of PCA, I have decided to break down each service factor by its 

characteristic like following.  I can summarize that there are two Customs Valuation issues related 

in the fee.  One is indirect payment as a PAPP, the other is addition factors as a logistic cost.19 

 

Factors of the service fee Customs Value Reference 

(i) No substantiality of service 

- arbitrary allocation, excessive allocation, etc. 
Indirect payment  

(ii) General Management 

- HR, Planning, Financial, Legal, IT 
 Non-dutiable 

(iii) Product Management 

- R&D, Manufacturing, Control quality, etc. 
Indirect payment  

(iv) Logistic Management 

- Transport, Insurance, etc. 
Addition Factor CIF system 

(v) Banking Management  Non-dutiable 

 
19 Depending on the application of CIF or FOB system in each country, it could be different. Because, if FOB country 
doesn’t care about ocean freight or insurance in calculating the Customs Value of imported goods. 
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- Credit risk, Banking consult, etc. 

 

Therefore, I want to highlight on the three types of factors that could be part of Customs 

Value in the previous table: No substantiality of service, Product Management, and Logistic 

Management.  In line with this principle, I could set up a specific practical guidance on the Intra-

Group Service fee for PCA as a conclusion. 

 

Ⅳ. Conclusion 

The Customs Value of imported goods should be transaction value if there are no rejection 

factors in the trade.  So, if there is an Intra-Group Service Agreement between buyer and seller, 

then Customs should consider whether the agreement could be part of rejection factors or not as 

a prerequisite process. 

As we may know, the Intra-Group trade could make a profit adjustment by the service 

agreement other than purchase agreement of imported goods.  It took a long time to close the case 

to verify each factor by the Service agreement.  Therefore, I present a standardized two step of 

process as the practical guidance for PCA to improve transparency and accountability between 

Customs and importers as below. 
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The first step is to verify the substantiality of service stipulated in the Service agreement. 

This is primary principle to screen the fee.  Because there might be the payment without any 

activities.  In this case, the fee should be part of PAPP. 

If the first step is fulfilled, then we can go to the second step, which is the verify the fee is 

related to the imported goods or not.  Regarding the relevance between the fee and the goods, we 

could divide into two things.  One is the cost of goods, the other is the addition factors in the article 

8 of WTO Customs Valuation Agreement.  Thanks. 
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Customs involvement in Free Zones 

 

 

 

 

 

 

Ms. Chloe Au 

Program Manager for the South East Asia of ROCB A/P 

Introduction 

Free Trade Zone or Free Zone (FZ) is basically referred to a geographic area where goods are 

allowed to be landed, stored, handled, manufactured, or reconfigured and re-exported under 

specific customs regulation and generally not subject to customs duty.  Driven by political 

decisions with concerns on the national economic development strategies, FZs have become 

popular worldwide and indeed the number of FZs in the world have dramatically increased over 

the past few decades.  Along with the associated economic benefits of FZs, such as special 

arrangements on duties and regulatory exemptions, there were numerous publications pointing 

out the potential risks of illicit activities therein owing to the lack of oversight.  It is observed that 

the low-level involvement of Customs in monitoring cargo movement and companies' activities 

inside FZs is exploited to result in duty evasion, missing cargo or more serious crimes, such as IPR 

infringement, drug trafficking and money laundering, etc.  The scope and extent of Customs 

procedures and involvement in FZs has become controversial at international fora.   

Issue of adequate and efficient Customs control in FZs have been on the WCO’s agenda for 

several years.  Either in the intensive discussions at different WCO working bodies or from the 

results of the WCO FZs survey and workshops and field studies in different regions. Members 

agreed for the need to raise awareness of Customs’ role in the establishment and development of 

FZs, especially in the course of Customs control and surveillance.  Built on work done thus far, the 

WCO Practical Guidance on FZs was finally endorsed at the December 2020 Council.  This article 
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is a brief of the Guidance and should you need more information, especially on Members’ good 

practices, please be welcomed to download it at the WCO website: http://www.wcoomd.org/-

/media/wco/public/global/pdf/media/newsroom/press/2020/wco-fz-guidance_en.pdf?la=en.  

The WCO Practical Guidance on Free Zones 

The WCO Practical Guidance on Free Zones consists of 

seven core elements for establishing a comprehensive FZ, 

with practical tips for implementation and WCO Members’ 

best practices for reference.  This Guidance aims to help 

Member administrations enhance the Customs procedures 

and control in the FZs that conform to its safety, 

competitiveness and sustainable development.   

The seven core elements are: 1) Territoriality aspect of 

FZs; 2) Full Customs involvement in FZs; 3) Customs 

involvement in the company approval processes and 

“Authorized Economic Operator” (AEO) concept; 4) 

Reporting to Customs and the use of data and IT systems; 5) Customs Audit in FZs; 6) Customs 

control and surveillance; and 7) Cooperation.  On top of the practical tips supported by Members’ 

best practices under these core elements, the Guidance also provides clarity on the issue of Rules 

of Origin for the goods produced in FZs.  

1. Territoriality aspect of FZs 

At present, there is no international convention, other than the Revised Kyoto Convention (RKC), 

that explicitly captures the procedural and regulation aspects of FZs.  In Chapter 2, Special Annex 

D of the RKC, FZ means a part of the Customs territory where the goods inside are regarded as 

being outside solely with respect to import duties and taxes.  The emphasis put on here is that FZ, 

from a geographical perspective, should be part of the Customs territory where Customs 

procedures and controls are applied.  Only the goods inside enjoy duty or taxes free and some 

economic privileges.   

 

 

http://www.wcoomd.org/-/media/wco/public/global/pdf/media/newsroom/press/2020/wco-fz-guidance_en.pdf?la=en
http://www.wcoomd.org/-/media/wco/public/global/pdf/media/newsroom/press/2020/wco-fz-guidance_en.pdf?la=en
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2. Full Customs involvement in FZs 

It is observed that many countries neglect Customs in establishing or designing the 

infrastructures inside the FZs as for the ministries governing the economic or industrial 

development are always taking the lead.  Giving consideration to the unique Customs’ role and 

capability in both securing and facilitating trade, Customs should be a crucial player in the overall 

establishment process, from national policy making to infrastructures building.  With full 

involvement in all part of decisions related to FZs, Customs is able to establish basic construction 

and implementation standards, based on risk management techniques, to ensure smooth and 

secure cargo flows inside. 

3. Customs involvement in the company approval processes and “Authorized Economic 

Operator” (AEO) concept 

“A Company approval process without Customs involvement may enable illegal activities in 

FZs” is the key mind-set of this core element.  Findings from many international organizations 

revealed that unscrupulous traders or crime syndicates abuse the ease of setting up entities inside 

FZs as an enabler to conduct illicit trade and activities, such as duty evasion, money laundering and 

drug trafficking.  Therefore, Customs should be empowered to conduct background checks on 

applicants for operating in FZs, in a risk-

based manner, to ensure they have a high 

level of compliance record and no record 

of illegal activities or violations of laws.  In 

this connection, the application, validation 

and authorization procedures under the 

AEO criteria are recommended for its 

wide acceptability in the globe.  Only if 

Customs is endowed with sufficient authorities to verify, approve, review applications as well as 

revoke approval of companies wishing to operate in FZs will it curb illegal activities taking place 

therein. 

4. Reporting to Customs and the use of data and IT systems 

It should be a fundamental requirement of goods declarations at the entry and exit of FZs be 

submitted to Customs.  Based on the provided information, Customs can assure the goods are 
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eligible or legally imported into the FZs.  This information could be trade data for conducting risk 

assessment on Customs control, excluding data elements solely for calculation of duties and tax.  

Besides, in order to avoid missing cargoes in FZs, operating companies should maintain accurate 

inventory record and report to Customs for periodical check or inspection.  It is also highly 

recommended to connect the FZ operating authority’s or companies’ system to the Customs 

system for both goods declaration and book keeping. 

5. Customs Audit in FZs 

Given the fact that there is an unlimited period for manufacturing and storing goods in FZs, 

Customs audit of operating companies inside is therefore an important and effective tool in 

maintaining integrity and supervising the goods movement, both at entry/exit points and inside 

the FZs.  Customs should periodically conduct audit on records, quantity counts of inventory, 

compliance reviews and security conditions, etc, of the companies operating inside FZs in a risk-

based manner.  In this connection, close cooperation with FZs operating authority is necessary to 

ensure smooth accessibility into companies’ premises or computer system. 

6.   Customs control and surveillance 

As explained aforesaid, FZ should be a part of the Customs territory when Customs control 

is applied.  Therefore, Customs should not only be authorized to conduct on-site check or 

inspection of goods inside the FZs but also empowered to detect and seize illicit goods therein.  

National laws on importation, transit or transshipment of all kinds of prohibited goods, such as IPR 

infringements and origin fraud goods, etc., should be applied to the area of FZs.  To facilitate the 

smooth flow of cargo transaction without sacrificing territory security, Customs should fully make 

use of non-intrusive inspection equipment, electronic tracking systems or e-seals to monitor cargo 

movement inside and outside FZs. 

7.   Cooperation 

A sustainable management and operation of FZ has relied on close cooperation among 

stakeholders.  Customs authority, governmental agencies/ministries and private sector should 

maintain continuous communication and dialogue to foster a legally compliant and “clean” 

business environment1 in FZs.  Moreover, Customs administrations should establish contact 

 
1 “Clean” business environment here is devised based on the criteria as provided on the Code of 

Conduct for Clean Free Trade Zones by OECD Recommendation. 
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points with each other for exchanging intelligence and information in order to combat illegal 

activities across nations. 

 

Way forward 

Realizing the importance of Customs involvement in the administration of FZs, the WCO has 

been putting effort to provide assistance and support to its Members, from conducting academic 

research, organizing promotional outreach to launching Customs enforcement operations.  

Following the first Global Free Zone Online Conference convened in December 2020, the WCO 

will organize a series of capacity building and awareness-raising activities to its Members to 

further promote the application of WCO tools, such as the RKC and the Free Zone Practical 

Guidance, in the management of FZs.  The WCO is also ready to build up a pool of accredited 

experts on FZs for effective delivery of capacity building activities and sharing expertise.  The first 

global accreditation workshop is scheduled within the fiscal year of 2020/2021.  ROCB A/P will 

follow the development of these capacity building activities and keep posted to A/P Members. 
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Air Passenger’s Smuggling Trends and Risk Analysis 

from WCO Illicit Trade Report 2019 

 

 

 

 

 

 

Ms. Pavida Boonmun 

Assistant Program Manager, ROCB A/P 

 

Introduction 

In order to undertake effective enforcement in the air passenger stream, it is necessary to 

learn and analyze smuggling trends and risks posed by air passengers for targeting high-risk 

activity. In connection with this, the WCO produces useful annual reports on smuggling, called the 

WCO Illicit Trade Report. In this essay, I briefly summarize the smuggling trends by air mode from 

the latest illicit trade report.  

What is the WCO Illicit Trade Report? 

The WCO Illicit Trade Report is a comprehensive study of illicit trade flows based on 

voluntary submission of seizure data and case studies of Members Customs Administrations 

worldwide, which aim to broadly grasp the world smuggling trends and to raise awareness of 

critical areas of Customs enforcement analytical perspectives to all Members.  
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In the latest version, the WCO introduced the 2019 Illicit 

Trade Report (ITR) that provides global enforcement data (data 

from 137 countries for this year’s report) and smuggling trends to 

Members. The smuggling data is a snapshot of illegal activities 

which were analyzed through various related aspects in order to 

help Members understand the overall picture of enforcement 

and to use the data for illicit trade prevention in their countries, 

and for protection of their citizens including internal economies. 

From this point of view, I would like to analyze the Illicit Trade 

Report 2019. This essay I will focus on air travel as it has become 

the most effective means of transportation to enhance interaction among people from around the 

world and also poses a significant risk for illicit smuggling. 

 

Brief analysis from the aspect of an air passenger 

 This analysis of illicit trade report 2019 is composed of six sections of risk areas of Customs 

enforcement which are; 

1. Cultural Heritage. 

2. Drugs. 

3. Environmental – endangered species and hazardous waste. 

4. IPR, health and safety. 

5. Revenue risks including leakage. 

6. Security.  

In this connection, this information and analysis will enable Customs administrations around 

the world to concentrate on policy making and action to enhance their response to these threats 

accordingly. 
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1. Cultural Heritage 

For this type of illicit trade, cultural heritage cases, the WCO works together with Members 

all over the world to collect specific seizure data and share to all Members. In 2019, most cases of 

this category were reported by countries in Eastern and Central Europe and the Commonwealth 

of Independent States (CIS), and 227 cases were reported through the WCO CEN.  

As for smuggling reports by air passengers, the number of cases is the top position and the 

number of amounts is second position. Hand Paint works of art, currency and weapons seizures by 

air passengers have been reported. 

Number of seizures and conveyance method, 2019 (Cultural Heritage) 

 

Referring to the figure in the report, it shows the number of seizures and the number of 

objects recovered in 2019 by conveyance method. Cases of seizures were trafficked the most by 

air transport. However, when compared by pieces, 6,138 pieces were seized by vehicle while only 

1,826 pieces were seized by air transports. The reason of this difference is that 3,000 pieces of 

Source: The WCO Illicit Trade Report, 2019, Figure 3, Page 16 
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antique coins reported from Croatia in 1 case. In this regard, for world trends, it means that air 

transport is the most popular method for trafficking of cultural heritage. 

2. Drugs 

In 2019, drugs trafficking was a highly profitable enterprise of prohibited goods and it is very 

challenging to manage the risk analysis and targeting techniques for Customs because new 

substances are coming onto the market all over the world. Psychotropic Substances 

(Methamphetamine, Amphetamine, MDMA, etc.) are the most common drugs, then Cannabis is 

the second, and Cocaine is ranked third.  

Percentage of drugs seizures by category, 2019 

 

For the smuggling reports of drugs by air passenger, it is still a major smuggling methodology. 

Cocaine and NPS are the second most common, and Psychotropic Substances and Cannabis are 

the third most common.  

Source: The WCO Illicit Trade Report, 2019, Figure 1, Page 38 
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Number of seizures and conveyance method, 2019 (Psychotropic Substances) 

Number of seizures and conveyance method, 2019 (Cannabis) 

  

 

 

 

 

 

 

 

 

 

Source: The WCO Illicit Trade Report, 2019, Figure 35, Page 78 

Source: The WCO Illicit Trade Report, 2019, Figure 11, Page 48 
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Number of seizures and conveyance method, 2019 (Cocaine) 

 

 

 

 

 

 

 

 

 

 

 

Number of seizures and conveyance method, 2019 (NPS) 

 

 

 

 

 

 

 

 

 

 

 

Source: The WCO Illicit Trade Report, 2019, Figure 17, Page 56 

Source: The WCO Illicit Trade Report, 2019, Figure 29, Page 72 
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So, international cooperation among administrations is the answer to deal with this 

challenge. Not only cooperation among the Customs community, but collaboration between other 

international organizations is also needed such as INTERPOL and UNODC etc. to enhance modern 

methods that analyze and target shipments or passengers.  

In this regard, the Airport Communication Program (AIRCOP) and the COLIBRI Project are 

examples of international initiatives implemented to combat transnational organized crime and 

drug trafficking. 

The AIRCOP Project is a multi-agency project implemented in 2010 by the UNODC in 

partnership with INTERPOL and the WCO with the aim of exchanging operational information and 

to enhance relationships between law enforcement agencies. It is one of the collaboration 

programs that was introduced to target high risk passengers by organizing coordinated 

international operations. Implementing the AIRCOP project, the personnel trained by this project 

will also gain international knowledge and capabilities to deal with threats affecting airports. 

According to the statistics reported, not only drugs, but numerous seizures of other banned goods 

such as protected species, firearms etc. through the project control units are also reported. 

The COLIBRI Project is an international initiative designed to mobilize the Customs 

community and its partners to monitor and control aviation that was launched through the 

collaboration between the WCO and the EU. Its aim is to rally Customs administrations in their 

enforcement efforts and to promote intelligence and information sharing at national, regional, and 

international levels. In the aviation sector, the COLIBRI Project will complement other related air 

transport projects involving the WCO such as the AIRCOP Project which focus on passengers in 

the main airports. 

 

3. Environment 

Nowadays, the world is facing a catastrophe and experiencing a climate crisis caused by 

environmental crimes. In 2019, 3,045 cases of environmental product trafficking from 60 Customs 

administrations were reported to CEN. However, 155 countries were implicated as either origin, 

transit or destinations. To sum up, the illicit trade for environmental products were reported to 

CEN included 336 unique types of flora and fauna in 2019. 
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Number of CITES seizures and conveyance method, 2019 

 

The figure above displays the number of CITES seizures, number by pieces and by kilograms 

in 2019 and by conveyance method. The majority of seizures were reported by air transport or 

54.7% of all. Moreover, according to the statistics seizures report from Europe, there were 4 

important Actinopterygii (Ray-finned fishes) seizures that all made from air transport baggage. So, 

the number of pieces from air seizures also the largest part of total (92.2%).  

In this connection, cooperation between the WCO and other related agencies under projects 

and operations such as WCO INAMA Project, Operation Praesidio, ICCWC, Operation 

Thunderball, The Green Customs Initiative, and Operation Demeter V were also introduced to 

protect the world environment and to strengthen the enforcement capacities of Customs all over 

the world. 

 

 

Source: The WCO Illicit Trade Report, 2019, Figure 7, Page 107 
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4. IPR, Health and Safety 

Customs administrations and law enforcement officials have their roles to fight against 

counterfeit products including fake medicines and others that can harm human life to ensure 

safety and health of their citizens. Some countries dealt with this trade seriously by applying policy 

as a criminal act with heavy fines.  

The report divided this section into two categories which are IPR Products and Medical 

Products. 

 

Number of IPR products seizures and conveyance method, 2019 

 

For conveyance method of trafficking of IPR products, most cases of seizures are from mail 

for 63.9% while only 16.3% are from air transport. In addition, most pieces were seized 52% from 

vessel while only 5.7% are from air.  

 

 

 

Source: The WCO Illicit Trade Report, 2019, Figure 3, Page 124 
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Number of medical products seizures and conveyance method, 2019 

 

Air transport is also not a majority conveyance method for medical products. It is only 7.5% 

of seizures, 2.9% of pieces seized, and 8.2% of kilograms seized. Small number of seizures were 

found by air method, while most cases for all kind of medical products were seized by mail. 

So, air passengers are not the main majority of smugglers for both IPR and medical products 

compared to other methods. However, although it is a small number of seizures, Customs officers 

at the airports all over the world still have to pay attention to it because the trade in counterfeit 

goods is dangerous and bring a great risk to their citizens.  

 

5. Revenue 

The main key responsibility of Customs is to collect revenue and to ensure that all taxes and 

duty are paid in international cross-border movement. However, illicit trade in excise goods has a 

huge impact on the global supply chain; thus, this Revenue sector in the report referred to only 

two main categories that are frequently smuggled which are alcohol and tobacco. 

Source: The WCO Illicit Trade Report, 2019, Figure 13, Page 138 
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Number of tobacco products seizures and conveyance method, 2019 

 

In the report, it compares conveyance methods for tobacco products where seizures were 

from vehicles the most and followed by air transport. Moreover, when we compare by type of 

tobacco products, cigarettes were smuggled the most for all types of conveyance method. 

Source: The WCO Illicit Trade Report, 2019, Figure 5, Page 153 
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Number of alcohol products seizures and conveyance method, 2019 

 

At the same time, for alcohol products, 67.3% of vehicles seizures accounted of all. For air 

seizures, on the other hand, although it is the second rank of seizures number but it is only 1.2% of 

the volume of alcohol products seized. 

 To deal with this challenge, the WCO conducted Operation Lynx and Project Crocodile to 

conduct cross border anti-smuggling operations and to detect suspicious cigarette shipments. 

 

6. Security 

In 2019, 45 countries reported 8,190 unique cases of weapons and ammunition trafficking 

that increase from 42 countries with 2,869 unique cases in year 2018. 58.2% of weapons and 

ammunition seizures in 2019 were made from the mail. However, the majority of pieces seized or 

70.5% were made via vehicle transport, while the number of weapons and ammunition seizures 

for all types by air transport is quite low compared to other methods as you can see from the figure 

below. 

Source: The WCO Illicit Trade Report, 2019, Figure 14, Page 172 
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Number of weapons and ammunition seizures and conveyance method, 2019 

 

In my point of view, air transport is not the main conveyance method for weapons and 

ammunition because all airports in the world have a high-quality security checks for weapons. So, 

it is difficult to smuggle weapons through the airports compared to other methods.  

However, the WCO launched the passenger control initiatives named API and PNR to 

strengthen Customs capacity to restrict the movements of Foreign Terrorist Fighters (FTFs) and 

other high-risk passengers. The data from API and PNR are used to improve and develop risk 

analysis including targeting methods to identify individuals. Global Travel Assessment System 

(GTAS) was also introduced to enable Customs to detect passengers using API/PNR data.  

 

 

 

 

Source: The WCO Illicit Trade Report, 2019, Figure 4, Page 191 
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Way Forward 

Over the last decade, trade movements and travelling in most countries mainly made through 

air travel and the volume of air passengers and flights has increased. Meanwhile, criminals also use 

this conveyance method for illegal and fraudulent activities. Thus, it is the responsibility of 

Customs to ensure people can move freely while protecting the health and safety of their citizens 

as well as Customs officials at the borders.  

In this regard, the WCO Illicit Trade Report 2019 provides a different angle of illicit trade and 

reflects common trends from statistics and cases from Members including air smugglings from all 

over the globe. It is an effective tool from WCO to emphasize the importance of data sharing 

among Members that brought the Member’s understanding and the effective enforcement 

strategies to all Customs administrations. 

For more effective contribution, the WCO continued working with Members to encourage 

collection and sharing of seizure data that will facilitate perspectives on the next issue of illicit 

trade report.  

In this connection, ROCB A/P hopes this information and analysis from the WCO illicit trade 

report 2019 could assist and support Members to ensure enforcement to protect their citizens 

and economies. 
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How to be the innovative Post Clearance Audit (PCA) in the digital era2 

 

 

 

 

 

Mr. Ilkwon Han3 

Program Manager, ROCB/AP 

Ⅰ. Introduction 

We live in the 4th Industrial Revolution where great changes will take place in every sector in 

our societies.  There have been dynamic evolutions and challenges in the Customs environment 

internally and externally, such as the use of new technologies, transformation of trade standards, 

constant trade vulnerabilities and global crises, etc. In this regard, the digitalization of Customs 

administrations’ activities has been a hot topic in recent years.  

In March this year, I had the opportunity to speak as a PCA expert at the International 

Conference on Digital Transformation in Customs Webinar hosted by Indonesian Customs on the 

behalf of ROCB A/P.  Since this webinar focused on the digital approach in Customs, I shared my 

insights in the PCA operations in the digital era with two Customs cases namely Korea Customs as 

my home Customs and Indonesia Customs as the host country.  I would like to share the content 

of the presentation at the Webinar with the AP Members.  

 
2 I presented this article for International Conference on Digital Transformation in Customs by Indonesian Customs 
and Excise Education and Training Center (RTC Indonesia) on March 18. 2021 as a main speaker. 
3 I had been an adjunct professor as a PCA and CV specialist in the CBCTI (RTC in Korea) from 2012 to 2019.  I had 
many teaching experiences on PCA and Customs Valuation for the training center, WCO EPCBA and KOICA 
program.  In addition, I was a virtual tutor in WCO VCOA (Virtual Customs Orientation Academy) from 2014 to 
2016 and attended two times of WCO Sub-regional PCA workshop for ASEAN and Pacific Islands as an expert in 
November 2020. 
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Specifically, I would like to review the WCO Customs data4 and UN Global survey on Digital 

and Sustainable Trade Facilitation5 of two members which are Republic of Korea and Indonesia 

for consideration.  

Two members could be contrasted in the No of Declaration and Staff.  Because Korea has 

increasing trend in the graph, but Indonesia is stable over the last 5 years.  On the other hand, In 

2019 the UN survey on Digital Trade facilitation score, Korea marked 94.6% as the first place in 

the world6.  But Indonesia marked 79.5%. 

 

Digitalization is essential in the trade facilitation to reduce the trade cost.  Interestingly, In 

the UN survey we could compare the formalities7 between two Members. We could see the Post 

Clearance Audit is fully implemented in both. However, the level of Risk Management in Indonesia 

is lower than average.  Risk Management is compulsory in PCA to get a better performance in the 

targeting the auditees.  In this context, I would like to suggest innovative measure in the Selection 

process in the PCA. 

 
4 I referred the Customs Clearance data (Importation and Exportation) from WCO annual report. 
5 The survey covers 128 economies from 8 regions, with a key focus on four main areas : “General Trade 
Facilitation” in relation to the implementation of selected measures under the WTO Trade Facilitation Agreement 
(TFA); “Digital Trade Facilitation” regarding the implementation of innovative, technology-driven measures aimed 
at enabling the use and exchange of electronic trade data and documents; “Sustainable Trade Facilitation” with 
regards to trade facilitation for SMEs, agricultural sector and women; and “Trade Finance”. 
6 Australia and Korea (94.6%) tie for first place as the best overall performers, followed by Belgium, the 
Netherlands, Japan and Singapore, each with an implementation rate of 93.6%. 
7 There are 8 factors, which are the PCA, Risk management, Pre-arrival processing, Acceptance of copies of original 
supporting documents, Expedited shipments, Trade facilitation measures for authorized operators, Establishment 
and publication of average release times, Separation of Release from determination of customs duties and tax. 

 -
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In fact, the concept of PCA8 is already an innovative enforcement tool in Customs.  Because 

before setting up the system, Traditional Customs would not think to visit an importer’s 

premises to verify the importation of goods after clearing it.  

As a PCA expert, I have thought how to apply the new trends in PCA, especially for Digital 

Transformation in a Customs perspective.  In this paper, I have set up several ideas based on 

collaborative knowledges between PCA expertise and Data Science.9 

 

 

 

 

 

 

 
8 The Post-Clearance Audit(PCA) process can be defined as the structured examination of a business’ relevant 

commercial systems, sales contracts, financial and non-financial records, physical stock and other assets as a means 
to measure and improve compliance (WCO Guideline for PCA) 
9 In fact, I am not good at the Data Science. However, I have written one article which topic is “Data Analytics in 

Customs” last year at the ROCB AP e-newsletter (issue No 69) and reviewed several articles and programing 

languages, such as R and Python. 
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Ⅱ. Review of the PCA and Challenges 

To start to know where we could find innovative actions needed, we should review the 

process of the PCA first, and thinks about what kinds of challenges that we face now.  

1. Two Cores in the PCA 

There are six phases in the PCA circle that are Plan, Select, Prepare, Conduct, Conclude, 

Review and Update from the WCO Guideline on PCA. Even though there are six steps in the circle, 

I can stress two cores in the PCA, which are Targeting and Conducting the Audit in terms of 

performance measurement.  Targeting the Auditee encompasses the three steps in the original 

circle, which are Plan, Select and Prepare.  In addition, conducting the Audit encompasses the rest 

of the three steps, which are Conduct, Conclude and Review and update.  To get a good result of 

the PCA, we should focus on the two cores that I pointed out. 

 

1.1. Targeting the Auditee. 

There is a maxim, garbage in- garbage out. If we select a company that is not so risky, then we 

could not guarantee that we would detect anything at the field Audit.  In the same way, if we select 

a company that is quite risky, then we could get certain results in tackling infringements.  
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In this respect, it is necessary to select the auditees through a Risk Management system.  

There are many angles to setting up the system based on the PCA risk.  According to the WCO 

commercial Fraud Typologies summary, there are 5 types of risk in the PCA as below    

1) Evasion of Duty/Tax payment10 

2) Evasion of Prohibition, Restriction or Requirement for import/export11 

3) Unauthorized receipt of repayment, subsidy, disbursement12 

4) Gaining Illegal Advantage13 

5) Transfer of Proceeds of crime using import/export of goods (TBML)14 

To tackle the 5 types of infringement, PCA team should know where the risk is in the 

clearance procedure by matching several risk indicators from not only clearance data but also 

external data, such as Tax authority, Bank, Other Government Agencies, etc. 

 

 

 
10 Under/Over-valuation, Misdescription, smuggling, Falsification of Origin, False declaration of quality and 

quantity, Off-record transaction, End-use 

11 Smuggling, Misdescription, Falsification of Origin, Falsification of trade license, Violation of consumer protection 
requirement 
12 Over value of exported goods, False export by forging Customs stamp, Fictitious Export 
13  Falsification of Origin (Re-labelling), Abuse of inward/outward processing relief 
14 Under-valuation of imported goods, Over-valuation of exported goods, 
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1-1-1. Challenges in the targeting the auditees. 

As we can see above, there are many avenues to detect the infringements.  It has been done 

through risk management by human resource so far. However, it is impossible to manually analyze 

digitalized big data  as this is above the capacity of a human .  

So, PCA needs Data Science15 to overcome this challenge. 

 

1-2. Conducting the Audit 

After successful selection of Auditees, there should be best performance in the Conducting 

the Audit to finalize the case.  There are two types of style in implementing the PCA, which are 

documentary Audit and field(on-site) Audit. 

Depending on the case, PCA team can decide the types of PCA. 

 

 

 

 
15 Data science is an inter-disciplinary field that uses scientific methods, processes, algorithms and systems to 
extract knowledge and insights from many structural and unstructured data.  Data science is related to data mining, 
deep learning and big data. 
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1-2-1.      Challenges in the conducting the audit 

     Most of the PCA has been done by field audit. However, COVID-19 has jeopardized this.  

In addition, there are budgetary and resource limitations on the implementation of field audits.16  

In this regard, PCA needs more flexible methods to establish the purpose of the PCA. 

 

Ⅲ. Suggestions for resolution of the challenges 

1. Adoption of Artificial Intelligence (AI)17 for targeting the Auditee 

As I mention earlier, there are many risk indicators to select the auditees.  If the PCA adopts 

the AI based algorithm18,  we could guarantee more reliable and accountable selection from 

Customs big data.  

 

 
16 As for Customs, it should be paid for PCA officers to implement the field audit, such as travel and meal cost etc.  

As for the auditees, they should arrange the certain venue for the PCA team. 

17 In computer science, artificial intelligence (AI), sometimes called machine intelligence, is intelligence 

demonstrated by machines, in contrast to the natural intelligence displayed by humans and animals.  

18 In mathematics and computer science, an algorithm is a finite sequence of well-defined, computer-

implementable instructions, typically to solve a class of problems or to perform a computation. Algorithms are 

always unambiguous and are used as specifications for performing calculations, data processing, automated 

reasoning, and other tasks. 
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1-1. Lessons from WCO and members’ experience 

It is not easy to adopt the AI system to the PCA.  However, we can benchmark lessons from 

WCO and Members’ experience. I will present BACUDA project from WCO and AI trade-finance 

fraud Monitoring system from Korea Customs Service (KCS)19. 

1-1-1. BACUDA project 

The WCO BACUDA project was launched in September 2019 as a collaborative research 

platform focused on data analytics. The project aims to develop data analytics methodologies 

(algorithms) in open-source languages so that all the members can employ them with their own 

data.  It should be necessary to know programming language, such as Python , R  to understand the 

outcomes of the projects, because the algorithms are based on these languages.   

In this regard, it should be necessary to illustrate cross-institutional collaborative efforts to 

develop the analytical capabilities of the members; the WCO will continue working on the 

BACUDA project in collaborative research with members and external experts . So far, 13 series 

of the project were done like below, these are good methodologies that our members could use 

these in their work.   

The series of BACUDA project20 

1. Mirror Data Analysis: To analyze discrepancies between the two statistics, which are  

import and export data between two countries. 

2. Forcasting Customs Revenues & Trade flow: How to conduct forecasting the Customs 

Revenues and Trade flow by using an open source software which is R. 

3. Revenue GAP Analysis: To estimate the revenue gap which could be used in an 

aggregated manner and also can be done for specific item or specific origin country. 

4. Web Scraping of price data: To present a way of automatically collecting price data of a 

selected product from multiple online shopping malls. 

 
19 Apart from KCS, there are several Data Analytics experiences in AP Members, such as Big data Analytics System 
for online IPR crime in Hongkong Customs, Data Analytics team in Australian Border Force, etc. 
20 Apart from the series, BACUDA experts will launch new projects, such as synthetic data generation for WCO 
training programs in data analytics, semi-supervised model for fraud detection etc. 
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5. Fraud Detection by Machine Learning: To explore the potential of machine learning in 

Customs fraud detection. 

6. Customs Fraud Detection with Python: How to design predictive modeling using open 

source libraries of Python. 

7. Release Time Measurement: how to measure the overall import & export release time. 

8. Evidence-based Customs Policy Analysis: To introduce evidence-based criteria to 

select the most efficient policy.  

9. Extracting machine’s fraud detection Rules: To present all the steps for applying a 

XGBoost model  in Customs fraud detection. 

10. Virtual Fraud Map: To visualize fraudulent imports against non-fraudulent ones. 

11. Interactive visualisation of WCO Annual Survey Data: To present the easiest way to 

make an interactive world data map. 

12. Fraud Detection with Kmeans clustering: To apply the most basic clustering algorithm, 

"kmeans" in detecting fraudulent (e.g. under-valued) imports.  

13. A neural network model to assist Customs to detect potential fraudulent transactions 

as called DATE   

 

For brief understanding of the project, I introduce the latest developed “DATE” model 

architecture from the series No 13.  As you can see below, DATE consists of three stages. The first 

stage pre-trains a tree-based classifier to generate cross features of each transaction. The second 

stage is a dual attentive mechanism that learns both the interactions among cross features and the 

interactions among importers, HS codes, and cross features. The third stage is the dual-task 

learning by jointly optimizing illicitness classification and revenue prediction. 
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When we see each finding of the project, we could categorize the merit of the Data Analytics 

outcomes that might be one of the four categories like following 

i. Descriptive – What happened and/or what is happening now based on historical and 

incoming data. To mine the analytics, real-time dashboard and/or email reports are used.  

ii. Diagnostic – A look at past performance to determine why it happened. The result of 

the analysis is often an analytic dashboard.  

iii. Predictive – An analysis of likely scenarios of what might happen. The deliverables are 

usually a predictive forecast.  

iv. Prescriptive – This type of analysis reveals what should be done. This is the most 

valuable kind of analysis and usually results in rules and recommendations for next steps. 

Recommendations based on multiple predictive models and complex analytical evaluations 

as to what options (pros/cons) to choose. 

1-1-2. AI trade-finance monitoring system 

KCS has developed this system to tackle the trade related money laundering crime by using 

big data analysis among transaction data, financial data, foreign exchange data and overseas 

company data in 2020.  

During the validation test KCS confirmed that 4 importers were detected to commit the 

financial fraud by manipulating price of goods which worth 130 million US$. 
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2. Adoption of Virtual style in the conducting the Audit. 

Due to the COVID-19 Pandemic, big changes are necessary in PCA, especially in Conducting 

the Audit, because most of the PCA should be done by field Audit.   

As I mentioned earlier, there are two types of Audit which are documentary and field audit.  

The type of audit is quite strict to implement the PCA.  It might be understandable from previous 

norms.  However, if our data is fully digitalized, then we could check and verify the declaration 

digital.  It means that we don’t need to visit an importer’s premises to acquire the related 

documents.   

In fact, I don’t ignore the usage of field audit.  The field audit is compulsory in certain 

situations, such as the importer is deemed to commit serious crime or fraud.  However, the main 

purpose of the PCA is to enforce voluntary compliance. So, we need more flexibility in conducting 

the PCA. 

In this perspective, I propose to adopt the virtual style Audit between documentary and field 

audit as below. 
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During the pandemic situation, many members already tried to use virtual platform to 

implement the PCA. However, it was an alternative way to acquire the information from the 

auditees temporarily. As we can see below, Indonesian Customs adopted the virtual meeting in the 

PCA process, but not fully implemented by the virtual platform and the duration of the audit is 

about 4 ~ 7 months, that is quite long to close the case. 

 

 

 

 

 

 

 

 

 

My point is that let’s make a virtual audit not supplementary tool for field audit, but an official 

PCA tool. Furthermore, extra merit of the virtual audit is a cost saving factor to Customs and 
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Auditees.  Compared to the field audit, it may not be necessary to allocate the budget to implement 

the virtual audit.  

 

Ⅳ. Conclusion  

Digital transformation is essential in the trade facilitation framework. The COVID-19 

Pandemic has accelerated this trend.  In this context, I could summarize two suggestions in the 

Digitalization of PCA as below. 

 

 

 

 

 

 

 

 

 

First, PCA needs to adopt the AI technology to select the auditees from digitalized big data.  

We could set up PCA risk assessment algorithms by using five commercial typologies as risk index.  

Second, a virtual style of audit should officially be introduced as an option in conducting the 

PCA.  When we adopt a certain tool in Customs law, there should be prerequisite in many areas, 

such as legal framework, administrative procedures, public awareness program, etc.  In addition, 

we have seen the merits of virtual Audit in terms of cost and time. 
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In this respect, if Customs target the auditee by collaborating with AI and human, the quality 

of the selection would be better than before.  It means PCA teams could focus on high risk areas 

and companies.  Furthermore, if we use the virtual Audit as a main PCA type, then we could 

guarantee win-win situation between Customs and Private sectors.  My suggestions on innovative 

actions in the PCA are not easy to accomplish, but we should go for it to responds to the 4th 

industrial era.  Thanks.  
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Challenges & benefits of SME to be AEO 

 

 

 

 

 

Ms. Sherman YU 

Program Manager for the South East Asia of ROCB A/P 

Summary 

Most leaders here already know about Authorized Economic Operator (AEO) as an icon of 

the Business and Customs cooperative framework. WCO members all over the world are being 

introduced and/or promoting and working on its initiatives and challenges. One of the key 

challenges is incorporating SMEs into the AEO program. I have an AEO professional background 

as an AEO expert, so this essay focuses on this challenge based on WCO related documents with 

my experience. 

 

I) Introduction 

SAFE Framework of Standards 

With the aim to strike a balance between upholding global supply 

chain security management and facilitating legitimate trade, during the 

Council Sessions in Brussels in June 2005, WCO members adopted the 

SAFE Framework of Standards to Secure and Facilitate Global Trade 

(hereafter referred to as the SAFE Framework).  

Since the roll-out of the SAFE framework, the WCO has endeavored to update the content1, 

incorporate new elements to address the latest development and organize various workshops and 

 
1 The SAFF framework content will be regularly reviewed and discussed. The latest version is 2018 whereas a more 
updated one should be released in 2022. 
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working groups2 to promote the framework. To put these developments into practice, one of the 

actions is through implementation of Authorized Economic Operator programme (AEO).    

 

Implementation of AEO programmes worldwide 

According to the AEO Compendium 2020, there are 97 operational 

AEO programmes and 20 AEO programmes under development3. To 

speed up the implementation of fully-fledged AEO programmes, it was 

stated in the SAFE framework 2018 that the Customs-to-business 

partnership, inter-agency and intergovernmental cooperation, solid 

political will and effective capacity building were indispensable 

elements. 

 

Inclusion of Small and Medium Enterprises (SMEs) in AEO 

programmes and why is it so important 

In Authorized Economic Operator and Small and Medium 

Enterprise FAQ (May 2010), WCO ascertained the importance of 

including and encouraging SMEs to be AEOs as they are key players 

in supply chain management. Also, according to studies and research 

conducted by international organizations4, SME accounted for over 

95% percent of imports and exports in some major economies e.g. EU. 

Therefore, the inclusion of SMEs as AEO would be a necessary global trend. 

 

 
2 To incorporate the voice of private sector or other organizations, Private Sector Consultative Group (PSCG) was 
established in 2005. The members of PSCG are mainly from businesses/ manufacturers and business association. 
They are observers in the Council Sessions and give views and comments concerning the policies and programmes 
put forward by WCO  
3 In Asia Pacific region, there are 17 AEO programmes in operation and 5 under development (as of 2020 data)  
4 See International trade in goods by enterprise size, EUROSTAT, European Commission (Source: 

https://ec.europa.eu/eurostat/statistics-
explained/index.php/International_trade_in_goods_by_enterprise_size#Overview 

 

MNC SME

AEO status 
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II) Challenges and benefits of SME to be AEO 

Challenges 

Compared to multinational corporations (MNCs), SMEs do not have the resources and know-

how to fulfil the security requirement laid down in AEO programmes. The reasons can be 

highlighted a few as follows: 

i) Lack of finance and resources in implementing the security programme 

By nature, the scale and organization structure of SMEs is simple. The AEO company has to 

fulfil regular internal monitoring or auditing which requires quite a number of manpower and 

resources. To certain extend, it would be burdensome for the company to implement AEO 

programme. 

ii) No rigid or formal procedures/ SoPs in daily work 

SMEs is flexible and straightforward in their operation. We observed that minimal 

documentation or records were common in their working culture or practice. To evaluate whether 

the company can uphold cargo security, clear procedures with solid documentation is necessary 

and this may hinder SMEs to be AEOs. 

iii) Lack of supply chain security culture 

SMEs are regarded as important players in supply chain security as they are responsible for 

the major share of total exports and imports in some countries/ regions as aforementioned. 

However, SMEs do not have large individual trade volumes. Coupled with the fact that they need 

to invest time and resources which may not directly yield tangible benefits to their business, the 

incentive to join the cargo security programme is low and therefore, it would be difficult to foster 

a strong awareness in supply chain security in SMEs. 
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Benefits 

After discussing the challenges faced by SMEs, we should elaborate how AEO status will 

benefit SMEs and how to assist them to be AEO in future.  

i) Customs administrations can provide assistance in optimizing and tightening the 

cargo security control in SMEs through the accreditation and validation.  

By joining the AEO programme, validators of respective customs administrations will give 

advice to the SMEs by examining their internal procedures and documents5. Throughout the 

process, SMEs can take the opportunity to review their existing business model and see if there 

are any loopholes. Instead of investing abundant time or resources, AEO validators in Customs 

administration bore the role as facilitator and offered assistance to SMEs when applying to be 

AEO.  

ii) Flexibility in handling SMEs’ application to be AEO  

 Echoing the difficulties of the lack of resources and small 

scale in nature, when respective Customs administration 

assessing and considering the application from SMEs’ as AEO, 

they can adopt a more flexible and lenient approach. For example, 

Hong Kong Customs6 and Indian Customs7 both adopted ‘tier 

system’ AEO programmes. The design of a tiered system is to 

cater for the uniqueness of SMEs so that the companies can apply 

to the respective tier according to their preparation and readiness 

in joining AEO. 

iii) AEO status as a quality assurance in cargo security fulfilment (trustworthy business 

partner in supply chain security) 

 
5 See AEO Validator Guide (June 2018) 
6 Hong Kong Customs implemented the AEO programme in 2010. The 2 tier system address the needs of SMEs by 
allowing them to apply the tier 1 status (ie fulfil 10 security and safety criteria) first and gradually prepared and 
proceeded to tier 2 subject to their readiness. (Source: 
https://www.customs.gov.hk/en/trade_facilitation/aeo/aeo/index.html)  
7 Indian Customs finalized and rolled out their AEO programme in 2012. In their revamp in 2016, Indian Customs 
modified their programme into 3 tier structure. The three tiers are AEO T1, AEO T2, AEO T3, where AEO T3 is the 
highest level of accreditation and with most benefits. (Source: https://www.cbic.gov.in/resources//htdocs-
cbec/edited_Fact%20Sheet_05122018.pdf)  
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If becoming AEO becomes a global trend and companies prefer their business partners to 

obtain this qualification, then SMEs will see AEO status as a standard, rather than a hurdle in doing 

their business8. In fact, with more and more AEO programmes being implemented worldwide, no 

matter if you are MNCs or SMEs, AEOs would become one of the considering factors on doing 

business as cooperating with trustworthy business partners will give more predictability and 

confidence in goods handling in the long-run. 

 

III) Suggestions and way forward 

With the increasing awareness of the supply chain security and the ever-changing 

environment in global trade, including more and more stakeholders being compliant with the 

programme is one of our primary goals. The aim of SAFE Framework is try to include and 

generalize the essential elements concerning supply chain security as far as practicable and the 

most challenging part is how to put the ideas into practice, especially when different roles in the 

chain have their own unique functions and challenges.  

In view of the challenges faced by SMEs, the following measure can be considered: 

i) Organize outreach programme and training workshops for SMEs or relevant business 

associations. 

ii) Adopt a flexible and lenient approach in handling SMEs’ application as AEO. 

As customs administrations, we have to be cautious to exercise discretion and avoid being 

too flexible as after all AEO status will be recognized reciprocally under the Mutual Recognition 

Arrangement (MRAs) signed by the contracted customs authorities. Being flexible do not equate 

to lower the benchmark as it will have adverse impact on the supply chain security. Rather, it would 

be desirable for the validators of AEO programme to assist SMEs to level up their standards with 

reference to their available resources. The balancing point between flexibility/ leniency and 

quality assurance needed to be handled tactfully. 

 
8 See Authorized Economic Operator and Small and Medium Enterprise FAQ (May 2010) 
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iii) Foster a close customs-business collaboration 

Being an AEO is an ongoing journey of which Customs and SMEs 

have to go hand in hand. Post-accreditation audit and monitoring are of 

vital importance so that SMEs will feel supported as well as kept 

updated about the AEO programme. Due to a lack of resources or 

professionalism, designated officers in Customs administrations can be 

assigned to handle the enquiries and needs of SMEs.  

In fact, the WCO has been formulating strategies, drafting guidelines and using e-learning 

platforms to promote the SAFE framework as well as AEO programmes. The content and channels 

are not only available for members but also reachable by the business sector. ROCB AP will 

continue to support the work of WCO and provide as well as organize capacity building activities 

so as to keep the AP members abreast of the latest developments and information.  
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Customs Support to COVID-19 Vaccines Distributions Across Borders 

 

 

 

 

 

Ms. Pavida Boonmun 

Assistant Program Manager, ROCB A/P 

Introduction 

Since the first announcement that COVID-19 vaccine candidates were ready for supply in 

last November, the international vaccine conversations have increased as this is one of the 

possible solutions to the COVID-19 crisis. In this context, from the perspective of smooth, prompt, 

and appropriate Customs clearance of the vaccine, Customs’ cooperation and contributions are 

highly expected, as we already acknowledge, WCO has been supportive of these areas with its 

members, relevant international organizations, and stakeholders. 

Following this situation and for ease access for its members, the WCO created a dedicated 

information site regarding COVID-19 vaccine distribution on the WCO website.  

Taking this opportunity, in my essay, I would like to highlight the key points of the WCOs 

contribution regarding vaccines distributions introduced on the website. 
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Purpose and outline of the website 

The WCO shows its effort to the situation through the 

dedicated section on the WCO website, which is easily visible to 

visitors under the section “COVID-19 – WCO response”. The 

section aims to give useful information to readers on the 

COVID-19 dedicated page, COVID-19 vaccines distributions 

and the WCO COVID-19 Project. However, in this essay, I will 

highlight ‘the COVID-19 vaccines distribution’ part, which was 

designed to compile information about the tools, guidance 

materials, and best practices submitted by members which 

support WCO members and stakeholders worldwide on the vaccine distribution issue. This will 

also help members to facilitate the cross-border movement of vaccines and other critical 

medicines while protecting their citizens from dangerous, sub-standard, or counterfeit medicines 

and vaccines. 

Clicking on this section, you will learn not only WCO tools and guidance materials such as HS 

classification reference for vaccines and related supplies and equipment, but also tools and 

guidance materials of partner international organizations and industry associations to assist WCO 

members distributing COVID-19 vaccines across borders effectively namely WHO, WTO, IATA, 

GEA, and FIATA.   

It also provides information on WCO communication regarding COVID-19 vaccines 

distribution, including ICAO/WCO Joint Statement on the global transportation and distribution 

of COVID-19 vaccine and associated medical supplies.  

Furthermore, on 14th January 2021, the WCO Secretary General invited members to share 

information and good practices on facilitating the cross-border movement of COVID-19 vaccines 

based on the template created by the WCO. As a result, WCO member’s best practices from 24 

countries were compiled and uploaded to the WCO website to share members’ experiences on the 

topic to others. 

 

 

 



84 
 

Highlight of WCO tools and guidance materials. 

To assist WCO member Customs administrations on vaccine distribution across borders 

effectively and safely, the WCO also compiled information on WCO tools and guidance materials 

on the website under “WCO Tools and Guidance Materials” section. The section consists of 

informative documents as follows. 

1. Resolution on the role of Customs in facilitating the Cross Border movement of 

situationally critical medicines and vaccines. 

2. WCO secretariate note: Role of Customs in Facilitating and Securing the cross-border 

movement of situationally critical medicines and vaccines. 

3. HS Classification reference for vaccines and related supplies and equipment 

 

1. Resolution on the role of Customs in facilitating the cross-border movement of situationally 

critical medicines and vaccines. 

In December 2020, the WCO released the resolution document on the role of Customs in 

facilitating the cross-border movement of this situationally critical medicines and vaccines. 

Under the global pandemic, the WCO believes that implementation standards, customs 

procedure, and cooperation between Customs administrations and supply chain stakeholders are 

needed. 

The resolution contains 12 measures to be implemented by Member Customs 

Administrations which can be categorized into 4 types of measures as follow. 

1. Coordination with other government agencies and stakeholders. 

2. Measure to Prioritize and facilitate the clearance of situationally critical medicines 

and vaccines. 

3. Measure related to the Customs treatment and handling of specialized containers, 

devices, and goods used for the distribution of situationally critical medicines and vaccines. 

4. Measures related to the control of situationally critical medicines and vaccines. 

5. Role of Customs regarding trade measures introduced by governments. 
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Furthermore, four measures to be implemented by the Secretariat are also provided in this 

document. For more information, Members can find the full issue of the Resolution, which is 

available in English, French, Arabic, Chinese, Portuguese, Russian, and Spanish languages in WCO 

website. 

2. WCO Secretariate Note: Role of Customs in Facilitating and Securing the cross-border 

movement of situationally critical medicines and vaccines. 

The WCO Secretariat Note on role of Customs in facilitating and securing the cross-border 

movement of situationally critical medicines and vaccines aims to provide guidance regarding the 

implementation by members of the 12 measures outlined in the WCO Resolution which I 

mentioned in 1., as well as WCO tools that can support the implementation of the Resolution.  

The Secretariat note provide explanations regarding the measures outlined in the 

Resolution, WCO instruments and tools that support the implementation of the measures, 

practical ways to implement the measures, and members’ case studies. 

It is designed to be a living document that will enhance members’ practices. Also, taking this 

opportunity, WCO members can gain experiences and share information with the WCO 

Secretariat on the Customs clearance of COVID-19 vaccines, related supplies, and equipment. 

3. HS Classification reference for vaccines and related supplies and equipment  

The HS Classification is one of WCO tools which serves effectively as the basis for Customs 

tariffs and for the compilation of international trade statistics worldwide. Therefore, under the 

COVID-19 pandemic situation, the secretariat has been instructed by the Customs Co-operation 

Council to develop guidance materials to facilitate the cross-border movement of situationally 

critical medicines and vaccines and to highlight existing HS classifications (Current international 

HS – HS 2017 edition). 

WCO classification reference for vaccines and related supplies are as follows. 
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Table 1: COVID-19 Vaccines, test kits/ Instruments and apparatus used in Diagnostic Testing. 

 

 

 

 

 

 

 

 

Apart from the COVID-19 vaccines, the document also provides HS 2017 classification and 

related additional information of disinfectants, medical consumables and equipment related to 

vaccines which is very useful for members to facilitate their activities related to vaccines 

distributions across borders successfully. 

Way Forward 

As a point of interest, please go through the WCO site. In addition to the high-lighted points, 

tools and guidance materials of partner international organizations and industry associations, 

WCO communication, joint statement with partner organizations, and WCO members’ Good 

Practice are also posted.  

In line with these efforts, the WCO has launched the COVID-19 Project funded by the 

Government of Japan, which supports building the capacity of developing countries’ Customs 

administrations response to COVID-19. As the training dedicated regional body, ROCB A/P very 

much appreciated and welcomed the WCO and its efforts on their support and guidance on the 

vaccine distribution by its members. ROCB A/P sincerely hopes that this information will 

contribute and support the Asia Pacific member’s resilient efforts and mitigation efforts from the 

impact of the COVID-19.  

 

 

Source: “HS classification reference for vaccines and related supplies and equipment”, WCO Prepared jointly with the World 
Health Organization (WHO) 



87 
 

The WCO tools of the cross-border E-Commerce 

 

 

 

 

 

Ms. Yuko Mamiya 

Program Manager and CCF/Japan Operation Manager, ROCB A/P 

 

1. Introduction 

The COVID19 pandemic has promoted an expansion of E-Commerce (both domestic and 

cross-border) since consumers have shifted to digital shopping in order to limit physical contact 

and avoid contagion. Needless to say that the same applies to the Asia Pacific region. According to 

the OECD report, E-Commerce had already increased significantly during the first quarter of 2020 

in the Asia Pacific region . With the rapid expansion of cross-border E-Commerce, a tsunami of 

packages is being sent across borders. Under such circumstances, Customs and other border 

agencies have endeavored to ensure the facilitation of legitimate cross-border E-Commerce.   

The WCO and its Members have developed the E-Commerce Package 

which includes the Framework of Standards on cross-border E-Commerce 

and tools to support implementation. This article outlines each standard 

while introducing the Technical Specifications of this Framework in order to 

enable Members to become familiarized with these tools.   
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2. Characteristics of “Cross-border E-Commerce” 

“Cross-border E-Commerce” in the Framework of Standards is characterized as follows: 

 Online ordering, sale, communication and, if applicable, payment, 

 Cross-border transactions/shipments, 

 Physical (tangible) goods, and 

 Destined to consumer/buyer (commercial and non-commercial). 

This Framework is expected to be applied mainly to Business-to-Consumer (B2C) and 

Consumer-to-Consumer (C2C) transactions. However, Members are encouraged to apply the 

same principles and standards to Business-to-Business (B2B) transactions. 

 

3. Outline of Framework of Standards on Cross-border E-Commerce 

The Framework provides standards for the implementation of the principles outlined in the 

“Resolution on Cross-Border E-Commerce (the Luxor Resolution)” which was endorsed at the 

WCO Policy Commission in December 2017. The Luxor Resolution outlines the eight guiding 

principles for cross-border E-Commerce as below: 

(1) Advance Electronic Data and Risk Management 

(2) Facilitation and Simplification of Procedures 

(3) Safety and Security 

(4) Revenue Collection 

(5) Measurement and Analysis 

(6) Partnerships 

(7) Public Awareness, Outreach and Capacity Building 

(8) Legislative Frameworks. 
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Based on these principles, 15 baseline global standards have been set in the Framework of 

Standards. 

 

4. Outline of the respective standard and its technical specifications 

(1) Advance Electronic Data and Risk Management 

Standard 1: Legal Framework for Advance Electronic Data 

This Standard stipulates the necessity of legislation to exchange advance electronic data  

with relevant parties involved in E-Commerce.  

Technical Specifications 

The legal framework for advance electronic data includes “Regulated Data Set” and “Data 

Privacy and Protection”.  

As for “Regulated Data Set”, Customs should regulate a data set to conduct a risk assessment 

appropriately and clearly stipulate the details including the purpose, the method for collecting the 

data, etc. to ensure transparency. In order to mitigate the burden of the parties in the E-Commerce 

supply chain which provides data, Customs should require the minimum data necessary to achieve 

the purpose. 

As for “Data Privacy and Protection”, Customs should record and save data appropriately and 

take all necessary measures to ensure the integrity, security, confidentiality and availability of the 

electronic data. 

Standard 2: Use of International Standards for Advance Electronic Data 

This standard encourages the implementation of the relevant WCO and other international 

standards and guidance in accordance with national policy.  

Technical Specifications 

Customs administrations should use the WCO Data Model to facilitate the submission and 

exchange of advance electronic data. Also, it is essential to ensure data quality to effectively 

conduct risk management.  
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A data exchange mechanism should be established for the exchange of advance electronic 

data with stakeholders at the national level. The centralized platform including Single Window 

Environment enables Customs and other government agencies to access the same electronic data 

submitted by stakeholders. 

Standard 3: Risk Management for Facilitation and Control 

This standard encourages Customs administrations to apply dynamic risk management 

which is specifically developed for E-Commerce. Dynamic risk management means the risk 

assessment techniques and their respective systems which dynamically adapt to emerging trends 

and ensure the identification of relevant parties and the traceability of shipments and 

transactions.  

Technical Specifications  

Customs administrations should adopt different approaches for working with 

compliant/non-compliant parties and develop risk profiles based on pattern analysis in order to 

identify whether unknown trade parties are compliant. Furthermore, the information on 

offenders should be identified and stored by Customs in conjunction with other law enforcement 

agencies and relevant parties in the E-Commerce supply chain to the extent permitted by national 

and international laws. 

Standard 4: Use of Non-Intrusive Inspection (NII) Technologies and Data Analytics 

This standard encourages Customs administrations to utilize the NII equipment to  

facilitate cross-border E-Commerce flows while strengthening Customs controls.  

Technical Specifications 

Customs administrations should use the data produced by NII including scanned images of 

cargo while combining with advance electronic data and other data sources to improve efficiency. 

The Specifications also recommend utilizing data analytics and applicable technologies which will 

simplify the identification of risks to facilitate legitimate trade and strategically secure respective 

borders. 
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(2) Facilitation and Simplification 

Standard 5: Simplified Clearance Procedures 

This standard encourages Customs administrations to establish and maintain simplified 

clearance formalities/procedures utilizing pre-arrival processing, risk assessment and procedures 

for the immediate release of low-risk shipments on arrival or departure in cooperation with other 

relevant government agencies. 

Technical Specifications 

Customs administrations should apply the WCO Immediate Release Guidelines and release 

low-value goods immediately upon arrival while maintaining appropriate Customs controls and 

ensuring the collection of duties and/or taxes. 

Also, Customs should allow for a simplified return and refund procedure wherever 

appropriate. Existing formalities may be revised and/or new procedures to require reporting may 

be adopted because of evolving E-Commerce business models and the needs of Micro, Small & 

Medium-sized Enterprises (MSMEs), etc. 

Standard 6: Expanding the Concept of Authorized Economic Operator (AEO) to Cross-Border E-

Commerce 

This standard encourages Customs administrations to apply AEO Programmes and Mutual 

Recognition Arrangements/Agreements in the context of cross-border E-Commerce. 

Technical Specifications 

The Specifications recommend strengthening partnerships between Customs and the 

private sector such as e-vendors, platforms, market places and intermediaries by exploring the 

possibilities to include them in the WCO SAFE AEO or other trusted trader programmes. Having 

said that, the general conditions and criteria regarding compliance and security should be met by 

the intermediaries so that the integrity of the AEO Programme has been ensured. 

The AEO Programme will give intermediaries the incentive to continuously perform self-

monitoring and effectively cooperate with supply chain parties by providing tangible benefits. 
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(3) Fair and Efficient Revenue Collection 

Standard 7: Models of Revenue Collection 

This standard encourages Customs administrations to apply various types of models of 

revenue collection. In order to ensure revenue collection, Customs administrations should offer 

electronic payment options, provide relevant information online, allow for flexible payment types 

and ensure fairness and transparency. 

Technical Specifications 

There is a number of approaches to revenue collection including “Seller/Vendor based 

collection”, “Intermediary based collection” and Buyer/Consumer based collection. Collection 

methods should be efficient, widely applicable and flexible while promoting fairness and 

transparency.  

Given that Customs and Tax authorities share similar concerns regarding the potential 

revenue loss and distortionary impact on domestic retailers, etc., the two authorities should 

closely cooperate on those issues and develop a coherent and cohesive tax policy including 

consideration of a single payment solution. The Specifications encourage Customs to exchange 

data with Tax authorities by establishing and/or reinforcing proper interconnectivity between IT 

systems. 

Standard 8: De Minimis 

This standard encourages governments to make fully informed decisions when reviewing 

and/or adjusting de minimis thresholds for duties and/or taxes. 

Technical Specifications 

Governments should notify the WCO of the de minimis information and any changes thereto 

so that the WCO can publish the information on its website as part of a global repository for 

interested parties. 

Governments should carefully consider the economic and social impact of their respective de 

minimis thresholds when considering a review or an adjustment of de minimis thresholds. A 

balance is required between economic growth from cross-border E-Commerce trade and a 

healthy competitive environment that allows domestic markets to continue to flourish 
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(4) Safety and Security 

Standard 9: Prevention of Fraud and Illicit Trade 

This standard encourages Customs administrations to work with other relevant government 

agencies to establish procedures for analysis and investigations of illicit cross-border E-

Commerce activities. 

Technical Specifications 

Customs administrations should enhance cooperation with other relevant government 

agencies and E-Commerce stakeholders to combat illicit activities in accordance with the 

international standards such as the WCO SAFE Framework of Standards, Annexes 9 and 17 of 

ICAO’s Chicago Convention, and the IMO FAL and SOLAS Conventions. 

In accordance with national laws and regulations, Customs are encouraged to establish 

mechanisms and associated capabilities to carry out investigations including following digital 

trails, unearthing financial flows, identifying and tracking “darknet” activities, handling seized 

goods and management of evidence. 

Standard 10: Inter-Agency Co-operation and Information Sharing 

This standard encourages the governments to establish cooperation frameworks between 

and among various national agencies through electronic mechanisms including Single Window. 

Technical Specifications 

Given that the E-Commerce environment often requires real-time response or intervention 

by all relevant government agencies to ensure the facilitation of legitimate trade, risk assessments 

conducted by Customs should take into account the screening previously performed by relevant 

agencies to avoid duplication of enforcement. The Specifications also encourage Customs to carry 

out joint investigations at national and international levels. 

Customs administrations should establish a national centralized platform such as a National 

Single Window in cooperation with other relevant border agencies. Besides, the Specifications 

recommend establishing a National Targeting Centre which enables Customs and relevant border 

agencies to conduct coordinated pre-arrival data screening and targeting for integrated and 

holistic risk management. 
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(5) Partnerships 

Standard 11: Public-Private Partnerships 

This standard encourages Customs administrations to establish and strengthen the 

cooperative relationship with E-Commerce stakeholders. 

Technical Specifications 

Customs administrations should explore opportunities for information sharing with E-

Commerce stakeholders to prevent illegal trade to the extent permitted by legislation and 

regulations. Establishing a standard method of exchanging data with E-Commerce stakeholders 

through an electronic interface and common messaging standards should be considered. 

Cooperative partnerships with the private sector include AEO/Trusted Trader Programmes 

and other arrangements such as Memoranda of Understanding. 

Standard 12: International Co-operation 

This standard encourages Customs administrations to expand Customs cooperation and 

partnerships to ensure compliance and facilitation of cross-border E-Commerce. 

Technical Specifications 

Customs administrations should establish cooperation and partnerships through 

international agreements or arrangements such as Agreements on Customs Co-operation and 

Mutual Administrative Assistance in Customs Matters to detect, prevent and combat Customs 

fraud. The cooperative agreements and arrangements among Customs administrations include 

the use of Smart and Secure Trade Lanes which enables to share the smart (high-quality) data 

between Customs in the export country and import country. 

The Specifications also encourage Customs to utilize the Regional Intelligence Liaison 

Offices and Customs Enforcement Network to share seizure information related to E-Commerce. 
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(6) Public Awareness, Outreach and Capacity Building 

Standard 13: Communication, Public Awareness and Outreach 

This standard encourages Customs administrations to raise public awareness of the 

regulatory requirements, risks and responsibilities associated with cross-border E-Commerce. 

Technical Specifications 

Customs administrations should openly and transparently publish on their websites all 

appropriate laws, regulations and procedural information relating to E-Commerce. 

Also, Customs should educate all stakeholders by providing them with relevant regulatory, 

compliance and security information so that stakeholders can disseminate through their own 

platforms and partner networks and communicate that information to their respective users or 

clients effectively. 

Customs should find opportunities to exchange information on illegal E-Commerce activities 

directly with trusted e-vendors/platforms/marketplaces, intermediaries and other stakeholders 

for raising their awareness. 

 

(7) Measurement and Analysis 

Standard 14: Mechanism of Measurement 

This standard encourages Customs administrations to accurately capture, measure, analyze 

and publish cross-border E-Commerce statistics. 

Technical Specifications 

Statistics on cross-border E-Commerce goods should cover transactions between all parties 

engaged in international trade as well as all relevant dimensions of international trade including 

geographic locations, product type, quantity, the value of the goods, etc. to the extent possible. 

The main sources for the measurement of data include the systems of Customs, logistics 

providers, postal and express operators and e-vendors/platforms/marketplaces within 

boundaries of national laws. 
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Customs are encouraged to collect data for statistical purposes and policy analysis without 

creating an additional burden on E-Commerce stakeholders. 

The measurement of cross-border E-Commerce goods should follow the international 

standards as outlined in International Merchandise Trade Statistics to the extent possible. 

 

(8) Leveraging Transformative Technologies 

Standard 15: Explore Technological Developments and Innovation 

This standard encourages Customs administrations to explore innovative technological 

developments for more effective and efficient control and facilitation of cross-border E-

Commerce. 

Technical Specifications 

Customs administrations should work with relevant stakeholders to identify opportunities 

being created by new technologies including the Internet of Things (IoT), machine learning, 

blockchain and cloud computing. 

In order to address the challenges concerning the enormous development of E-Commerce, 

decreasing staff numbers, etc., Customs are encouraged to seek research and development 

regarding the validated application of automated detection technology architectures. 

 

5. Way forward 

The growth of cross-border E-Commerce has a strong effect on the various Customs topics 

including free zones, risk management, etc. Consequently, Customs administrations have been 

facing a number of new challenges concerning cross-border E-Commerce in the various Customs 

fields. The WCO Framework of Standards on Cross-Border E-Commerce provides guidance for 

Customs, other government agencies, the private sector and stakeholders to address the 

challenges presented by the cross-border E-Commerce and enhance the trade facilitation while 

combating the illegal activities. In order to implement the Standards, the WCO also developed the 

E-Commerce Package which is designed to provide necessary resource guidance to Members and 

relevant stakeholders. 
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ROCB A/P is more than happy to assist the AP Members in building their capacity in the 

context of E-Commerce in close cooperation with the WCO by assisting in organizing the WCO 

Regional, Sub-Regional and National Workshops as well as promoting the WCO tools and 

instruments. 
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The role of ROCB A/P in the COVID-19 pandemic 

 

                                                 

 

 

 

Ms. Grace YE 

Program Manager 

 

Introduction 

Needless to say, COVID-19 had a great impact on the world. It also had a great impact on the 

situation surrounding international trade and Customs as well as urged a response to it. It also had 

a great impact on the capacity building activities, which is ROCB's main business, and we were also 

forced to respond. 

As a dedicated training organization, ROCB A/P 

reconfirmed that human resource development is 

important to deal with such emergent situations. In 

addition to that, we are fully aware of the importance of 

capacity building and the high expectations for ROCB 

A/P as an implementing organization. This is why we did 

not stop. 

We fully recognize that the role of ROCB A/P is expanding in the COVID-19 situation and we 

know that we need to improve. Therefore, ROCB A/P has been making a resilient effort since the 

March 2019 Pandemic Declaration. We have adapted to maximize our role by utilizing methods 

that are in line with current era. 

In my essay, I would like to introduce the new features of ROCB A/P and current efforts in 

the COVID-19 pandemic. 
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New features and ROCB A/P effort in the COVID-19 era 

1. Organizing Virtual Workshops 

As you know, ROCB A/P’s major mission is to perform effective and efficient capacity 

building activities in close cooperation with regional members. Due to the unprecedented 

situation with restrictive measures generated by the COVID-19 pandemic impacting the working 

environment, ROCB A/P immediately took action to start organizing virtual workshops. This new 

meeting process has now become the ‘new normal’ under the current circumstances.   

ROCB A/P is not just coordinating Capacity Building programs but also cautious about the 

quality. In order to provide high-

quality workshops, we have 

attached great attention to the 

annual needs survey. Referring to 

the needs from Members as  

well as the priority of the WCO, 

ROCB A/P will discuss with the 

Regional Vice-Chair and WCO  

Regional Capacity Building 

Manager to finalize the annual work plan. During the process of preparing the workshop, the 

Program Manager from ROCB A/P will have the deep exchanges with the WCO Experts to ensure 

the topics delivered at the workshop are focused and are of common  

interest to Members. Moreover, ROCB A/P conducts the follow-up action after the workshop has 

ended to evaluate whether the knowledge obtained from the WCO Workshops can strengthen  

their skills and capacities in performing the Customs roles and functions in their home  

administrations. The follow-up action also offers a greater insight into the future improvement  

for ROCB A/P to guarantee long term sustainable delivery of capacity Building for Members. 

During the FY 2020/21, ROCB A/P has conducted 8 regional workshops, 4 sub-regional  

workshops as well as supported coordination of national workshops. Members emphasized  

virtual workshops are one of the most valuable occasions for them to exchange views on the focus 

areas of the region. They also highlighted the importance of such online workshops in contributing 

to enhanced collaboration to overcome the negative effects caused by COVID-19 pandemic.  
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ROCB A/P will continuously dedicate itself to giving support to Members in the capacity  

building needs assessment process and coordinating the capacity building activities in the AP 

region.  

2. Expanding supplementary channels of sharing knowledge and information  

To update information on how Customs administrations have helped mitigate the impact of 

the COVID-19 pandemic, ROCB A/P endeavours to expand channels to enhance information-

sharing among Members.   

On top of virtual workshops, ROCB A/P publishes E-newsletters and Customs Good Practice 

Report which are the most paramount supplementary channels to share knowledge and 

information among Members.  

ROCB A/P issues E-newsletter quarterly. Special essays, briefs on the WCO workshops and 

meetings as well as ROCB AP staff update are included in our E-Newsletters. As for the Special 

Essays, Program managers as experts of ROCB A/P are invited to write articles on priority 

Customs topics and WCO key standards. The essays are written in an easy-to-understand manner 

to keep readers updated with the WCO tools and instruments. In this fiscal year, ROCB A/P issued 

over ten essays, for example on PCA, SIEs, API/PNR, IPR, Free Zone and WCO illicit trade report. 

For the Customs Good Practice Report, ROCB A/P will choose one important topic and invite 

Members to submit their national practice reports on the related area and combine these valuable 

reports together for exchanging the information among Members.  

3. Encouraging/Supporting more entities accredited as RTCs/RCLs/RDTCs in the AP Region 

In order to improve Member Customs Capacity Building, the Regional entities such as the 

Regional Training Centres (RTCs), the Regional Customs Laboratory (RCL) as well as the Regional 

Dog Training Centre (RDTC) were established. The RTCs focus on bringing specialist training 

closer to the end-users through the development of regional training expertise and the expansion 

of the blended learning network. The functions of the Regional Customs Laboratory (RCL) and the 

Regional Dog Training Centre (RDTC) are to provide training and information sharing on chemical 

analysis of goods for classification and trade controls and on canine operation in the fight against 

illicit trafficking respectively. 
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Through the delivery of regionally relevant and adapted training and training services, the 

RTCs/RCLs/RDTCs have critical roles to play in the capacity improvement of Member Customs. 

Up till now, we have 8 RTCs, 5 RCLs and 2 RDTCs in the AP region.  

Recently, Nanjing Customs Laboratory of China Customs has finally been established. In 

addition to that, Indonesian Customs have established RTC and RCL respectively, India Customs 

established RCL, and Korean Customs established RDTC. Along their journey to become RTC, RCL 

and RDTC. ROCB A/P has continuously supported and provided professional advice to support 

Members. Becoming the RTC, RCL and RDTC is just the first step. ROCB A/P will reinforce the 

communication and coordination between all the regional entities at a regional level to offer 

training facilities and provide technical assistance transferring for the AP Members.  

4. Providing Network hub 

Every year, ROCB A/P organizes RTC Heads 

Meeting. The objective of the meeting is to discuss 

issues of common interest in the AP region and to 

exchange views and experiences related to Capacity 

Building. All RTCs are invited to share information 

on their respective latest activities and initiatives. 

The forward-looking discussions among RTCs 

contribute to further progress of the region through 

enhanced regional cooperation on Capacity Building. 

ROCB A/P also plans to have the first RCL Heads Meeting in this fiscal year and RDTC Heads 

Meeting will be expected in the near future. These meetings will offer the great opportunity to 

share regional updates on strategies and initiatives and emerging issues to be tackled. Also, these 

meeting are expected to provide a greater insight into the organizational development of Customs 

administrations and identify regional synergies and future opportunities for collaboration. 

Way forward  

As we all know, the achievements of the ROCB A/P since its establishment are many. 

However, the opportunities to improve and the challenges ahead are significant.  
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Despite COVID-19, ROCB A/P will continuously provide Members in AP region with 

Customs Capacity Building activities in creative, diverse and inspiring ways. At the same time, we 

are now preparing to resume the face-to-face workshops in the near future. ROCB A/P will devote 

itself to making contributions to the post-pandemic recovery and foster collective action to ensure 

“Recovery, Renewal and Resilience for a sustainable supply chain”. 
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Highlights of the 5th WCO Global AEO Conference 

– Technology, Cooperation and Evolution of AEO Programme – 

 

 

 

 

 

 

Ms. Sherman YU  

Program Manager for the Southeast Asia of ROCB A/P 

 

Introduction 

Did you attend the latest WCO Global AEO Conference? The 5th WCO Global AEO 

Conference was held virtually from 25 – 27 May 2021 in Dubai hosted by Dubai Customs and the 

Federal Customs Authority (FCA) of the United Arab Emirates (UAE). Over 3,917 participants 

from 158 member administrations of WCO as well as stakeholders participated in this event.  

It has been more than 15 years since the AEO concept was recognized by Customs 

administrations around the world and has been implemented globally, nevertheless the AEO 

programme is still required to take on challenges and innovations that correspond to the new era. 

This conference was very informative and provided insights to them. In my article, I would like to 

highlight certain topics of the Conference and points of interest as an AEO expert. 
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Theme: ‘AEO 2.0: advancing towards new horizons for sustainable and secure trade’ 

The theme of this Conference was ‘AEO 2.0: advancing towards new horizons for sustainable 

and secure trade’. The SAFE Framework implemented in 2011 safeguards the global supply chain 

security and provides trade facilitation to stakeholders. Over this time the AEO programme has 

been evolving and adapting according to the latest development in technology, expectations as 

well as cooperation from business sectors.  

 

Message from WCO Secretary General, Dr Kunio Mikuriya  

The WCO Secretary General, Dr Kunio Mikuriya 

kick-started the event by delivering an opening speech 

followed by the 1st high-level panel discussion. During the 

discussion, Dr Mikuriya provided encouraging statistics 

to elaborate on the substantive achievements of the AEO 

programme and the implementation of MRAs1. He 

expressed that these are vital tools in supporting 

business. However, he also acknowledged that there is 

room to improve with tackling challenges to the 

development of the AEO programme. For example, the expansion of coverage of economic 

operators, harmonization of authorization standards, IT systems and cooperation with other 

government agencies. This is due to the fact that their automation was not operated at the same 

level which hinders seamless clearance not only with Customs-to-Customs but also with Customs 

 
1 From 2011 to 2021, the number of AEO programmes in place increased from 45 to 97 whereas the MRAs signed 
increased from 19 to 91.  
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to Business. This also makes AEO validations difficult and undermines the mutual recognition 

under the MRA between Customs Administrations.  

Highlights of the panel discussions in the Conference 

Throughout the 3-day Conference, many topics and latest developments were shared and 

discussed though panel discussions and keynote speeches. As an AEO expert, I would like to 

highlight 3 topics of interest for further discussion, namely ‘Importance of application of 

technology & Blockchain’, ‘Inter-government agencies cooperation’ and ‘Evolution of AEO 

programme’ 

 

i) Importance of application of technology & Blockchain 

Without any doubt, all Conference 

speakers stressed the importance of 

digitalization, automation and application of 

technology. In the 1st panel discussion, Mr. 

Gerassimos Thomas2 pointed out that not only 

do Customs administrations have to use but they 

have to manage the technology, as shown when 

e-commerce flourished during the pandemic. 

Mr. M. Ajit Kumar3 shared this point of view and 

further added that the use of Artificial Intelligence (AI) should be accorded higher priority so that 

‘ the machine [system] can learn and search patterns of crime/ smuggling’. 

 

 
2 Mr. Gerassimos Thomas is the Director General of the Directorate General for Taxation and Customs Union, 
European Commission 
3 Mr. M. Ajit Kumar is the Chairman of the Central Board of Indirect Taxes and Customs, India and he shared the 
experience of India Customs in the application of technology 
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In WCO News 94 February 2021’s issue, the writers4 

mentioned the importance of using blockchain for improving 

data sharing and also listed out the reasons why using 

technology is of particular importance in times of pandemic5. 

Blockchain has become a focus of database development and IT 

security in recent years. Its decentralized structure and nature 

makes it highly secure as the database is not controlled by 1 

single user or entity. Another characteristic of blockchain 

technology is the data storage is ‘irreversible’ which give a 

mission impossible to the hacker who wants to break into the 

database6. In fact, in response to the question about ‘what 

innovative or technology-based approaches could be adopted to facilitate cooperation and 

harmonization between Customs, OGAs and intergovernmental organization?’ in the 2nd panel 

discussion, speakers highly praised blockchain and advocated Customs administrations to adopt 

this technology with haste. Taking this opportunity, Ms. Sandra Corcuera Santamaria7, briefly 

explained the block-chain-based application named CADENA8 to participants, which was 

developed in several Customs administrations in Latin America, enabling the sharing and 

recording information of AEOs between the countries involved.  

‘New Governance; New Procedures’ put the dire need of technology application in a nutshell. 

To fulfil the expectation from business sectors, Customs administrations have to change their 

operation mode of relying on paper/ document submission to digitalization.   

 

 

 
4 See ‘Improving data sharing with blockchain’ and ‘Technology in times of pandemic’, WCO News 94 February 

2021’s issue   

5 Under the Covid’s new norm of working, officers have to work from home or avoid face-to-face contacting with 
the stakeholders. Yet, Customs administrations have to expedite the customs clearance speed so as to make sure 
essential items for general public can be delivered promptly. Therefore, this drove the Customs administration to 
rely on technology to streamline the procedures and achieve automation as far as practicable.  
6 See Blockchain explained (Source: https://www.investopedia.com/terms/b/blockchain.asp)  
7 Ms. Sandra Corcuera Santamaria is the Customs and Trade Senior Specialist, InterAmerican Development Bank. 
8 Elaboration on CADENA can be read from ‘CADENA, a blockchain enabled solution for the implementation of 
Mutual Recognition Arrangements/Agreements’ in WCO News 87 February 2018 October’s issue and ‘Improving 
data sharing with blockchain’ in WCO News 94 February 2021’s issue. 

https://www.investopedia.com/terms/b/blockchain.asp
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ii) Inter-government agencies cooperation 

Apart from technology, Pillar 3 of the SAFE framework (Customs to Other Government and 

Inter-Government Agencies) was robustly discussed in the Conference. Supply chain management 

is never a simple ‘1 to 1’ business relationship, rather it is a ‘1 to many’ or ‘many to many’ operation. 

Instead of saying it is a ‘supply chain’, maybe it is more appropriate to term it as ‘supply chain web’. 

In the presentation of Dr. Juanita Maree9, she mentioned that supply chain management is ‘never 

easy to see through’ due to the complicated and multi-faceted situation which involves different 

parties and multiple government agencies to keep the things working. Therefore, inter-

government agency cooperation is vital in handling this intertwined nature of operations.  

Mr. Abel Kagumire10 shared Uganda Customs’ 

experience of which they set up Single Window, 

respective working groups for trade facilitation to 

achieve ‘Coordinated Border Management’ with 

other government agencies. Followed by Mr. Abel 

Kagumire’s presentation, another speaker, Mr. 

Marcello Minenna 11 further explained that the 

cooperation should not only be confined to a national level but also extend to the international 

context. Also, multilateral cooperation is encouraged as this can foster harmonized trade around 

the globe. In his opinion, the gist of the inter-government cooperation is to avoid duplication of 

work or documentation submitted by the business sector and reduce the red-tape therein. 

To achieve a close partnership, technology with same data platform, same protocol/ standard 

which enables information sharing is the key to success. For this, Mr. Pascal Clivaz12 used postage 

clearance as an example to illustrate: In Universal Postal Union (UPU), there are altogether 20 

designated operators and 9 out of them have AEO status. In order to have an efficient and 

coherent handling of postage packages, they have to comply with a code of practice and security 

standards. Furthermore, UPU adopted e-advance data that makes the risk profiling conducted by 

Customs or other enforcement agencies more efficient and effective. UPU commented that with 

the help of technological advancements, the time of inspection and clearance have greatly 

 
9 Dr. Juanita Maree is the Chair of the South African Association of Freight Forwarders Board 
10 Mr. Abel Kagumire is the Customs Commissioner, Uganda Revenue Authority.  
11 Mr. Marcello Minenna is the Director General of the Italian Customs and Monopolies Agency. 
12 Mr. Pascal Clivaz is Deputy Director General of the Universal Postal Union 
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reduced. Thus, a win-win situation is achieved for Customs, other government agencies and 

stakeholders.  

 

iii) Evolution of AEO programme 

The Conference is expected to be a platform for participants to exchange innovative ideas 

and visions, examine potential opportunities, and explore the steps required to elevate global best 

practice in trade facilitation to the next level (AEO 2.0). AEO is not a statistics collating 

programme. It should be modified and uplifted according to the changes in business, social and 

economic development. In view of this, the WCO hope AEO will continue to evolve, enrich and 

strengthen its content.  

Long before the 5th WCO Global AEO Conference, SAFE Working Group (SWG) already kick-

started the SAFE review cycle in 2019 and launched discussion on AEO 2.0 content13. Against this 

background, the organizer of 5th WCO Global AEO Conference pinpointed certain hot topics for 

having a more in-depth discussion and laying a solid foundation for a better AEO programme in 

the future.  

It is notable that e-commerce became a 

growing wave during the pandemic and most of the 

traders are SMEs or MSMEs. Also, according to 

studies and research conducted by international 

organizations14, SME accounted for over 95% 

percent of imports and exports in some major 

economies e.g. EU. Therefore, the AEO 

programme has to address the issue of how to extend the scope to e-commerce and its major 

operators.   

In the 3rd panel discussion, Mr. Dietmar Jost15 suggested that to make AEO programme more 

‘accessible’ for the SMES or MSMEs, simplified Customs rules and outreach programme targeting 

 
13 See ‘SAFE Working Group launches discussion on AEO2.0’ (Source: 
http://www.wcoomd.org/en/media/newsroom/2019/april/safe-working-group-launches-discussion-on-aeo-
20.aspx) 
14 See International trade in goods by enterprise size, EUROSTAT, European Commission (Source: 
https://ec.europa.eu/eurostat/statisticsexplained/index.php/International_trade_in_goods_by_enterprise_size#Ove
rview 
15 Mr. Dietmar Jost is the Customs and Security Advisor, Global Express Association 
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on these companies are necessary. Another speaker, Ms. Louise Wiggett16 proposed that Customs 

administrations have to be aware of the cost implications to SMEs when they become AEOs. She 

commented from the private sector perspective that AEO certification, validation and subsequent 

re-certification are regarded as ‘high maintenance’. Echoed with Ms Wiggett’s standpoint, Mr Jost 

called for the MRAs to be recognized not bilaterly but multi-laterally so that the customs clearance 

between countries or even regions can be expedited. All speakers agreed that AEO programme 

has to be resilient in upholding the security and integrity in the cyber environment, yet have to be 

flexible at the same time so as to address the needs of SMEs or MSMEs.  

 

Way forward 

After the 3-day Conference, some fruitful and inspiring suggestions were resulted and can be 

summarized as follows: 

i) Build up mutual trust between stakeholders and customs administrations 

Mutual trust and partnership are based on genuine, sincere and open dialogue. Parties 

involved in the dialogue have to listen and understand the difficulties that each party is facing and 

also to understand each others goals. Through continuous effort and negotiation, the gaps in 

between will be narrowed and consensus or agreement can be reached.  

 

 
16 Ms. Louise Wiggett is the Chief Executive Officer, Global Trade Solutions 
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ii) Keep up with the pace of using technology with business  

Business sector is the incubator of innovation and IT advancement for they have to keep 

equipping themselves to face the competition within their sector as well as fulfilling the ever-

changing demand from their customers. Comparatively speaking, government agencies and 

Customs administrations do not need to face such challenges. However, in response to the 

business sector’s request, government agencies and Customs administrations have to catch up 

with the pace in developing and using technology, otherwise this technological gap will hinder the 

future cooperation and partnership. 

 

iii) Prioritize the proper implementation of AEO 2.0 

No matter if in the SAFE WSG meeting or throughout the WCO Global AEO Conference, lots 

of innovative ideas, futuristic visions and objective comments were put forward by participants 

and speakers. Nevertheless, we have to acknowledge the fact that resources, manpower and time 

are limited. Therefore, we have to prioritize the most critical aspect that we need to tackle first 

(e.g. the recovery from pandemic) and then implement the AEO 2.0 in a gradually and adaptable 

manner.  

 

iv) Capacity building 

After being an observer at this conference, I have a deeper understanding of the works the 

ROCB AP needs to disseminate, including the latest information and ideas obtained to our AP 

members through various capacity building activities. Our office will continue to support the work 

of WCO and acting as a bridge between the AP members and WCO.  
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An Introduction of the ROCB A/P Customs Good Practice Report on 

Exemplifying Follow-up Actions After the WCO Regional Workshops in 

FY 2019/2020 

 

 

 

 

 

 

 

Ms. Pavida Boonmun 

Assistant Program Manager, ROCB A/P 

 

Introduction 

What is a Follow-up Actions Survey? Have you ever attended a WCO workshop? A WCO  

workshop itself is a golden opportunity to learn about international standards, knowledge and  

know-how of Customs operations. Nevertheless, attending workshops is not enough to maximize  

the benefit. In this regard, further utilizing the lessons learnt in the home administration’s efforts 

toward modernization is the key. All participants are hopefully required to take actions after  

attending WCO workshop from the viewpoint of expanding of lessons learnt in their home  

Customs administrations.  

The ROCB A/P is dedicated to organizing capacity building activities for WCO Asia Pacific 

Members to strengthen their skills and capacity in performing Customs roles, “The Follow-up 

Actions Survey” has been conducted since 2015 after participation in WCO Regional/Sub-regional  

workshops, to evaluate both the direct and indirect impact of WCO workshops to the  

administrations’ performance and to contribute their further development. 
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Recently, due to the COVID-19 pandemic, we are facing struggles and challenges to all  

kinds of activities including our capacity building activities. Many scheduled workshops and  

meetings have been postponed, we have introduced virtual workshops instead of face-to-face in  

order to move our activities forward.  

The ROCB A/P are continuing our activities along with the Follow-up Actions Survey as we 

believe that Members are still able to strengthen their skills and capabilities in performing the  

Customs roles. This can be achieved by applying lessons learnt and disseminating pertinent  

information to the right colleagues or divisions for further development of their home 

administrations after attending WCO workshops even in the pandemic situation. 

In my essay, I would like to share the findings of Follow-up Actions Survey of last  

FY 2019/20 as a latest version. 

 

The Follow-Up Actions Survey 2020 

The purpose of the Follow-up Actions Survey does not 

intend to criticize any reporting or recommendations made by 

the workshop participants. The main purpose is purely to 

support and encourage the efforts of participants after the 

workshop. It is published in the form of a Customs Good  

Practice Report every year to summarize findings of the survey 

and aims to take a snapshot of the impact that the capacity 

building programs have on the performance of the regional 

Member administrations in terms of work efficiency and 

effectiveness as well as organizational development. It is also 

expected to remind workshop participants of their expected 

roles and encourage them to continuously utilize the skills and knowledge acquired, wherever 

possible after the respective regional/sub-regional capacity building programs. 

As I mentioned above, due to the pandemic of COVID-19, the number of the targeted 

workshops has decreased compared with the previous period. In FY 2019/2020, among the  

4 subjected workshops, 3 were specially designed for sub-regional Members and another one for 

regional workshop.  The total number of replies to the Survey 2020 is 28.  In spite of the rate of 
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overall reply increased to 70% (54% in 2019), the rate of reply received from the participants of 

sub-regional workshops is around 89%. It is regarded as an indication of strong commitment by 

the sub-regional members and a recognized result of the capacity building effort in addressing  

sub-regional issues.   

 

What is the Major Follow-up Actions Taken 

The Survey 2020 reveals that the most common follow-up actions are sharing/circulation of 

training materials with colleagues (82%) and submission of reports to superiors (68%), different  

from the findings in the past surveys which always show that percentage of submission reports to 

superior is the highest. Other follow-up actions are also reported, namely, making 

recommendations, organizing in-house workshop, developing operational manuals, and other 

actions which were listed in the full issue of the survey 2020.  

Summary of specific actions of this survey is shown as below. 

Correlations Between Specific Follow-up Actions and Realization of the Direct Effects and 

Initiation of Modernization Projects 

There are proven correlations between follow-up actions and realization of direct effects  

as well as initiation of new projects. 75% of the respective respondents realized positive effects  

from circulating/sharing training materials and organizing in-house workshop, while 68% of  

whom initiated new projects attributed it to the submission of workshop reports and 

recommendations made to senior officials.  In summary, the findings provide convincing proof that 
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taking timely and immediate follow-up actions after joining the WCO workshops will assist 

Member administrations to realize potential contributions to their national development 

objectives.  These follow-up actions can be as simple as writing reports or more intensive like 

organizing in-house workshops. 

An analysis on the correlation between realization of direct effects and follow-up actions  

taken was conducted and the finding are shown in Table 1 

(Table 1) 

An analysis on the correlation between initiation of modernization projects and  

follow-up actions taken was conducted and the finding are shown in Table 2. 

(Table 2) 
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Recommendations 

How participants can retain what that learnt from the WCO workshops?  What is the most 

effective action to follow to utilize what they learnt from the workshops and other participants? 

Based on the research by the National Training Laboratory Institute as shown below, it  

shows that learners can retain up to 90% of what they learnt by teaching others or using it  

immediately. Apart from that, learners can also retain their knowledge by practicing and  

participating in group discussion at 75% and 50% respectively. However, seeing a demonstration, 

audio-visual and reading can also be effective but at lesser percentage while lecturing is the least 

at only 5%.  

 

 

 

 

 

 

 

 

 

In this regard, to enhance further organizational development of Members’ administrations.  

ROCB A/P strongly recommends to share material and report to relevant officials in your  

administrations as soon as possible because it is the easiest action to follow. On the top of that  

teaching others is one of the best ways to retain information and knowledge. Therefore,  

the ROCB A/P also recommend Members to conduct in-house training by participants as  

teachers to transfer their knowledge and experience gained through WCO workshops directly to 

other officers in their home administrations. 

 

 

Lecture 
5%

Reading 10%

Audio-Visual 20%

See a Demonstration 30%

Group Discussion 50%

Practice 75%

Immediate Use / Teach others 90%
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Conclusion 

Referring to the findings of Survey 2020, the ROCB A/P observes that many workshop  

participants shared an abundance of information and knowledge learnt from workshops to the  

right officers/divisions including practically applying this information and knowledge in their  

administrations through different kinds of follow-up actions. It also reveals pertinent information 

on these follow-up actions, providing a snapshot and exemplifying the impact these capacity  

building programs have had on the performance of regional Member administrations in terms of 

work efficiency and effectiveness as well as organizational development. 

We believe that participation in workshops with clear objectives by officers with strong  

commitment, along with the shared ownership of Customs administrations is key for harvesting  

the good fruits from collective efforts towards Customs reform and modernization. 

In the next FY, The ROCB A/P will continue capacity building activities with our strong  

commitment to encourage Member representatives in the WCO workshops to optimize the value 

of regional capacity building programs in their organizations. The ROCB A/P will continue to 

evaluate the development progress to further identify the technical assistance needs of Member  

administrations. 

For full issue of Customs Good Practice Report on exemplifying follow-up actions survey 

No.22, please visit our website at www.rocbap.org. 

http://www.rocbap.org/
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